Laboratory Assignment

IEMS 5710 Crypto., Info. Security and Privacy
(2 Trimester, 2024-25) Deadline: 23:59 HKT
Full Mark: 100 28 December 2024

Objectives

This assignment covers some key topics we will cover in the lectures. Upon completion, you will be able to:
* Establish a secure communication channel using public-key encryption
* Change the access level of a file in a Linux machine
* Write some simple SQL queries for querying a database
* Write an HTML webpage file to interact with a “web application” written in PHP

(This “laboratory assignment” is designed to provide you with first-hand experiences in security-related
computing environments. You are advised to complete at least the first three parts of the question early to
have some hands-on experience before you commit to taking this course.)

1 Encryption and Decryption using GPG4WIN (25%)

1.1 Installation
1. Download GPG4WIN from the following URL: https://www.gpg4win.org/download.html.

2. Click the download button.

Gpg4win 4.4.0 (Released: 2024-11-27)

You can download the full version (including the Gpg4win compendium) of Gpg4win 4.4.0 here:

Gpg4win 4.4.0
Size: 35 MByte

OpenPGP signature (for gpg4win-4.4.0.exe)
SHA256: 765673854c1503602b09c97bfa6c72b534e2414185fb2f23a0cel9cf8cecd8ol

3. Select “$0” and start to download. // Well, you can always choose to donate :)

Please donate for Gpgdwin to support maintenance and development!
Pay what you want! — Thank you!

Donate with . paypa,
@ PayPal
O Bitcoin
(O Bank transfer

Download

T T


https://www.gpg4win.org/download.html

4. Double-click the file to start the installation process.

5. Select the default option.
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6. Finally, select “Run Kleopatra” and press Finish.

8 Gpoawin T —

. B 5e 245 Gpgd win
Gpg4win
GnuPG for Windows .
B e fabheaeet -
B Run Kleopatra
BRI ATEEEE

L) (FED )

K



1.2 Generate a public and private key pair
This section demonstrates the steps to generate a public and private key pair in the system.

1. After the software has started, select New OpenPGP Key Pair.
(Question you should ask yourself: What does “PGP” stand for? Google is your friend.)

™ Kleopatra = [m] X
File View Certificates Tools Settings Window Help

B2 New OpenPGP Key Pair... Ctrl+N Q = 5 B -

B New S/MIME Certification Request. up on Server || Cerificates  Notopad Smartcards  Groups

Q. Lookup on Server.. Crl +Shift+

& Import.. Ctrl+1

B Export.. Ctrl+E

&) Publish on Server. Ctri+Shift+E  ppatra 3.3.0 (Gpedwin-4.4.0)

{2 Decrypt/Verify. for the crypto software GuuPG.

R Sign/Encrypt.
P3 sign/Encrypt Folder.

pad either a public key (certificats) or your own private key.

15 needed to decrypt or sign,

Create Checksum Files.. an be used by others to verify your identity or encrypt to you.
Verify Checksum Files.. ut this on Wikipedia.
Close Ctrl+W — —
B Quit Crl+Q E E{I—
New Key Pait Lmport

2. Select Create a personal OpenPGP key pair, fill in your name and email address if you want, and tick
the box “Protect the generated key with a passphrase” (Why?).

(™ Create OpenPGP Certificate - Kleopatra X

Enter a name andfor an email address to nse for the certificata,

Name

Alice

Email address

Protect the generated kew with a passphrase.

P Advanced options

You can click “Advanced options” for other available options. For example, you can increase the key
length in the advanced setting dialog box. We will use the default options in this lab assignment.
(Question to yourself: What are curve25519, nistp256, rsa2048?)

W Advanced options

Key Material

curvezs519 w

brainpoolP384r]
brainpoolPo12r1

curve
nistpaob
mstp384
nistps2l
rsa243
r5a 3072
1534096

3. Click OK to create the key pair.



4. Enter a password to protect your new (private) key.

7 pinentry-qt5 - X

Please enter the passphrase to
protect your new key

" _\1_;;

Passphrase: |

Repeat:

Cancel

5. Your new key pair has been created.

™ Success - Kleopatra X

o A new CpenPGF certificate was created successfully,

Fingerprint of the new certificate: OC27 A851 87C3 0605 ODES A40B 4668 FO23 D032 19F9

Figure 1: Generate a public and private key pair

1.3 Export your own public key

To establish a secure communication channel, you have to give your public key to others. This section details
the steps to export your public key to a file so you can send it out.

1. After you press OK in the previous step, you will see the following box.

M Kleopatra a X
File View Certificates Tools Settings Window Help
0 # = BB Q = S B 2

Sign/Encrypt Decrypt/Verify  Import Export Certify Lookupon Server | Cerlificates  [Notepad  Smartcards  Groups

Enter search term <Ali+G> All v

G an

Name E-Mail Status  Valid From Valid Until Key ID
Alice

certified 12/6/2024 12/6/2027 4668 F023 D033 19F9

2. Move your mouse cursor and double-click your name.

3. The certificate details will be shown.

vy | OpenPGP Certificate - Kleopatra

User [ID:  Alice

Valid from: 124672024

Valid nntil:  12/6/2027 2

Status: certified

Fingerprint: OC27 A851 87C3 9605 SDES A40B 4068 FO23 D033 19F9 [Ty
Private Key: on this computer

User IDs Subkeys Certifications

MName Email Trust Level Origin
Alice ultimate
Add User ID =

Update Generate Revocation Certificate Change Passphrase Close



4. Click the Export button to view your public key.

™ Export - Kleopatra X

Comment: User ID: Alice

Comment: Valid from: 12/6/2024 14:41

Comment: Valid until: 12/6/2027 12:00

Comment: Type: 255-bit EdDSA (secret key available)
Comment: Usage: Signing, Encryption, Certifying User IDs

Comment: Fingerprint:
0C27R85187C396059DEBA45B4668F023D03315FS

mDMEZ1RcqgRY JEwYBBAHaRw8BAQdA3 ZuhOeNbWy IBx/
rwEQCohPYEdbEEYXXYyFce
df4RjeulBUFsaWNliJkEEXYRAEEWIQUMJIEhRh8OWBZ30pJtGaPA] ODMZ+QUCEL
Ec

gOTbAWUIBaN( 1lwULCQgHAGTIiAgYVCgkICWIEFGIDACTeBwIXgARRCREGAPA] 0D
MZ

+dwaAODdas32Z2k3zW/

aBQoRG3IC]Af TmapVLTualxTP1idk014JYWERkr jwOLLVjdVk

uiRAJEEOT1FEMI SGNrJATiKQveyHQSSAG40ARNUpypEgqorBgEEAZVAQUBAQAAHS
2+

43g+eDsCGLhSH4AES fBwGrwBSuaolsSiPO0uCki BDAQgHI HAEGBYRACYWIQOMIE
hE
hBOWEZ3opJtGaFPA]j0DMZ+QUCZ1RegQIbDAUIBaNO lwARCREGaPA] 0DMZ+e1SR0
Cw
¥hxoxV1IEwBXTgwSRr] 6NP+35 2pJ42CxAywNnDEfpbOD+0%u+ZcmOBEgpzhjo6R
TH

OwW//ci2zEXgXFbyTqlUig0=

=Vicv

Figure 2: Export your public key to a file

5. Right-click and select all content. Copy the content to the clipboard. Open a text editor (e.g., notepad)
and paste the content. Remove lines 2 to 9 from the content. You should have the following screen.

(=] Alice_public_kev.txt E1 ‘

fffff BEGIN PGP PUBLIC KEY BLOCK--—-——-

mDMEZ1KcqRY JKwYBBAHaRW8BAQAA3ZUuAQeNbWyJI8x/ rwE0OohPYhdbEEYXXYyFCce
df4KjeulBUFsaWN1iJkEExYKAEEWIQOMJIOhRhBOWBZ30opJtGaPAj0DMZ+QUCZ1Ke
qQIbAWUJBaN0IwULCQgHAGIiAgYVCgkICWIEFgIDAQIeRBwIXgARKCRBGAPA] 0DMZ
+dwZAQDdasS2Z2k3zW/a8Q9RG3CIJALf TmapVLTua8x7Pidk014JYwEAkr jwOLLVidVk
1iAJKZOT1KMi9GNr JATiKQvEyHQSSAG40RRNUpYpEGorBgEEAZAVAQUBAQAAHS2 +
43g+eDsCCLhSHAAES f8wGrwl5buaolsSiPO0uCki8DAQgHIHAEGBYKACYWIQOMIGhR
h80WBZ3opJtGaPA]0DMZ+QUCZ1KcgQIbDAUJBaNO lwAKCREGaPA ] 0DMZ+eiSAQCW
XhxoxV1IKw8XTgwSRr]j 6NP+3j2pJ42CxAywNnDEpbQD+0%u+ZcmCBEgpzhjo6R7H
10 0vW//ciZ2zKXgZKbyTqlUig0=

11 =Vicv

12 ————- END PGP PUBLIC KEY BLOCK-----

~ o U W N

w0 o

6. Save the file and name it [your name]_public_key.txt.

7. You can send this file to your partner for the following step.



1.4 Import others’ public keys

You need other’s public key to encrypt messages for secure communication. This section demonstrates the
steps to import others’ public keys into the system.

1. When you get the public key from others, open it with a text editor and copy the content to the clipboard.

[E Bob_public_key.txt E1 ‘

mDMEZ1KuihYJKwYBBAHaRw8BAQAAfYxmmcxza2pd +4HECAEWE 6 zXV+x+Jpk] 8GW+
yjabJbCOA0JvYoiZBBMWCgBBFiEEQY /MEGt48pvIAUZr6YTZAK2ItVWwFAMdSrooC
GWMFCQOW] YrYFCwkIBwICIgIGFQoJCAsCBBYCAWECHgCcCF4AACgkQ6YTEAK2ItVyk
DgEAukFOuXW1f8zNBuqOV/uz6ovoGUJIIlgglK895powrKsMA/ 0gL/tDObB5B1 SDH
mQ8I7keQl/GIggThPLwrAuZwNWkEUDgGEZ 1KuihIKKwYBBAGXVQEFAQEHQDTS 6PQ2
4nle8Yrhy2kZ1+GgygiucPQTkZ8hygINmgAaAWEIBAh+BBgWCgAMFiEE9Y /MXGt4
SpvIAUZr6YTZAK2ItVWFAMAS rooCCWWFCOW] YrYACgkQOYTZAk2ItVzgNwD/RaWs
9 G6WpDLo2nJ9%acwNyRbyTEKBPLA71qg50V9znfgjgBAPIcKolaT6xIVoNZMkkos22Q
10 eYGKAYHGz/N3kyB9cgAK
11 =Pdjc

[FVIN N

NS W S

2. Go to Kleopatra and select Certificate Import (the button is grey if nothing is copied).

(™ Kieopatra = o X
File View Certificates Tools Settings Window Help

[ ey Show GnuPG Canfiguration = S B =

za
SignEnerspt DecrypuVerit
AENENCIRL DBCPEVEI 3 Refresh S/MIME Certificates

Y Refresh OpenPGP Certificates
Enter search term <Al = G Al v

L2 Al & Clipboard B Certificate Import |

wer  Certificates  Notepad Smartcards — Greups

Name |mport CRL From File... Encrypt... lid From  Valid Until Key ID

Alice /6/2024 12/6/2027 4668 F023 D033 19F9
Clear CRL Cache OpenPGP-Sign...

Dump CRL Cache

€3 Restart Background Processes

3. In this dialog box, click Certify.

(™ You have imported a new certificate (public key) - Kle... X

In order to mark the certificate as walid 1t needs to be certified,
Certifwing means that vou check the Fingerprint.
Some suggestions to do this are:

A phone call to the person,
Using a business card.
Confirming 1t on a trusted website,

Do won wish to start this process now?

(] Do not ask again

S cae



4. Click Certify.
vy ] Certify Certificate: Bob - Kleopatra

Verify the fingerprint, mark the user ID's vou want to certifv, and select the key vou want to certif v the
uger [Ds with,
MNote: Cily the et cleary ety the fey and 15 owser.

Fingerprint: F38F CC5C 6B78 F29B C802 E66B E984 D902 4D88 B55C
Certify with: [ Alice (certified, created: 12/6/2024) ~

Bob

P Advanced

S cuce

5. Click OK. You may need to input the password that you have set in Section (1.2

™ Certification Succee... X

Certification successful.

6. The public key of your partner has been imported successfully.

M Kileopatra - a
File View Certificates Tools Settings Window Help

o i E B B Q B a8 =
Sign/Encrypt Decrypt/Verify  Import Export Certify Lookupon Server | Certificates Notepad Smartcards — Groups

Enter search term <Alt+Qs Al
C: An
Na/;ne E-Mail Status  Valid From Valid Until Key ID
Alice certified 12/6/2024 12/6/2027 4668 F023 D033 19F9
Bob certified 12/6/2024 12/6/2027 E984 D902 4D88 B55C

Figure 3: Import your partner’s public key to the system



1.5 Encrypt messages by using the public key and sign by using your private key

After you have imported other’s public key to the system, you can use his/her public key to encrypt a message
and use your own private key to sign the message. This section demonstrates the steps to do so.

1. Open Kleopatra and select Notepad in the toolbar.

(™ Kleopatra - o X
File View Certificates Tools Settings Window Help

B & 2 = = Q 5 & | &
Sign/Encrypt Decrypt/Verify  Import Export Certify Lookup on Server  Cerfificates  MNotepad Smartcards — Groups

Show pad for encrypting/decrypting and signing/verifying text |

Enter search term <Ali+o> All ~
Al
Na/;ne E-Mail Status  Valid From Valid Until Key ID
Alice certified 12/6/2024 12/6/2027 4668 F023 D033 19F3
Bob certified 12/6/2024 12/6/2027 E984 D902 4D88 B55C

2. Type in the message that you are going to encrypt.

(™ Kieopatra - o X
File View Certificates Tools Settings Window Help

R i = om = Q 5 B =
Sign/Encrypt  Decrypt/Verify  Import Export Certify Lookup on Server  Certificates  Notepad Smartcards = Groups

&2 Sign / Enerypt Hotepad (& Dearypt / Verify Notepad  E2

& Nowpad S Recipients
This 15 a testing message from Alice to Bob.

3. In Recipients, tick “Sign as” and input the recipient in “Encrypt for others”; click Sign/Encrypt Notepad.

™ Kieopatra - a X

File View Certi

ates Tools Settings Window Help
& iy = B B Q 5] ) 2
Sign/Encrypt  Decrypt/Verify  Import Export Certify Lookup on Server  Certificates | Notepad Smartcards — Groups
&2 Sign / Encrypt Notepad | & Decrypt / Verify Notepad 65
& MNotspad S+ Recipients

Prove authenticity (sign)

Sign as: Alice (eortified, created: 12/672024) MIES
Enerspt

O Enerptfor me: [ =
Encrypt for others: Bob (certified, OpenPGP, created: 12/46/2024) a =

Please enter a name or email address

o

() Encrypt with password. Anyone you share the password with can read the data,

4. The encryption is done successfully. Select the Notepad tab to view the encrypted message.

™ Kleopatra — [m] X
File View Certificates Tools Settings Window Help

I i3 R B B Q El ) 2
StenEncrypt  DecryptWerfy  Impert Export Certify Lookup on Server  Certificates  Notepad  Smartcards — Groups

L2 Sign / Encrypt Notepad (& Decrypt / Verify Notepad 2 9 Revert

2d: Signing and encryption succeeded.

& Notepad & Recipients

WF4DAQcHmGaD0S AQdASoL/ESvQgceyFaXervizCEFlsHelvHK Y IFoLBHew
L8sREFIN2GH yScUBSTnblSCbA WA 2mwnkipisdGZ HSck IR+Gn TvmgOMSHRLeh/ W
IMAACOKCEC Tykd miG/OvFw T AostEm3vao/8m I nnmuw mFLdcebEfe5 TheY TOODis
wwmC9n04qL EyqG 1bxgcUdRMPG SGEA Y bwlBOk TvWEPiho S0bd TD TpBuSGHEQyCEIC
OARVEbXRI0x ACEUAABRBIGTHN drZesUnHIfedDOFJenle | DVzAGdvboVECrqq
qrblFrFeBEHORNuPbum bML EWIWhL aRLwe LTHIPUGV 4QasH2e sRZ oxdgsnDrall]
11fwBk 1 leV maZvabouH IMbsiFheGosedwalMCL83d TL arGOxs2sERyOIF P14l

—Ns78

Figure 4: Encrypt a message to your partner

5. You can copy and send the content as a file or by email.



1.6 Decrypt message by using the private key and verify using other’s public key

After receiving the encrypted message from the sender, you can use your private key to decrypt the message
and use the sender’s public key to verify the sender’s identity.

1. On the recipient’s side, open Kleopatra and click the Notepad tab.
2. Paste the encrypted message to the box and click Decrypt/Verify Notepad.

™ Kleopatra - o X
File View Certificates Tools Settings Window Help

&R i) 2 5 =B Q El ) 2
SignfEnciypt DecryptfVerify  Impert Export Certify Lookupon Server Cerfificates Notepad Smertcards  Groups

&2 Sign / Enorypt Notepad | | (5 Diecrypt / Venify Notepad | &5

& Notpad & Recipients

RF4D LR EOFiKNqwASAGIASQICpx5QqsOHHOuIGs mBvxizBfNAF 4K Qa WS mCT W dw
0gXdcbiivinLiSala YP8uM YZ ARIDEDlow Tum Xy TePly/n2oeQUBUY Ipfcal 134N
IMASAGKCEL SdvmktQ TR HMps Wn/5e P AT Iw6UZTM [ kv25500GtdH 10GEIF Gobeh
4R kyqyarGak Uniks TtnAm3w T002Gk The Y iinGearkiHeradyy s CHW [IR/mbHIV5-+M
ZIWZGMwnGDS)GAZ hcqd 0T C02dUseX ZyhGibpV g VLC M 1 £ TWE Zm KePKKCP
CELiml SEAUEWQOm AcBsIILYDe Lo/ ALk e PGRuXCPPZbuIZKFS Wi o H0a WX Vel
mrpHUUsASVLnk2RpAiF SGaNILOgeP +eZ boUZ gsloi8 Dmedo 04X V2050 Moo=

3. Kleopatra will verify the sender’s identity and start decrypting the content.

™ Kleopatra = (m] X

File View Certificates Tools Settings Window Help

2 & 2 = ® Q ST
SignBnerypt  Decrypt/Verify | Import Export Certify Lookup on Server | Certificates  Notepad  Smartcards — Groups

&2 Sign / Enorypt Notepad 8 Dearypt / Verify Notepad &2 9 Revert
Notepad — Notepad: Valid signature by Bob Show AnditLog
Recipient: Alice (certified, OpenPGP, created: 12/6/2024) © Close

Signature created on Friday, December 6, 2024 16:00:58
With certificate:

EBob (E984 D902 4188 BS5C)Y
The signature is valid and the certificate’s validity is fully trusted,

& Nowpad & Recipients
This 15 a testing message from Bob to Alice,

Figure 5: Decrypt an encrypted message from your partner

Your Tasks
In this question, you need to submit the following:
* Generate a public and private key pair (Figure[1)).
* Export your public key to a file (Figure[2)).
* Import your partner’s public key to the system (Figure[3)).
* Encrypt a message to your partner (Figure [4).
* Decrypt an encrypted message from your partner (Figure[5).

To show your work, you need to capture your computer screen in these steps (i.e., Figures[I}5) and include
them in your report. Optionally, you can include the long form of the acronyms you encountered.



2 Access Control in Linux Machine (25%)

2.1 Connect to a Linux VM
1. Go to the following URL: https://cocalc.com/doc/terminal.html.

2. Sign up for an account and click Your CoCalc Projects to start an Online Linux Terminal.

. Your Projects Store Features Docs Share Support News About Account W

@ Jupyter Julia LaTeX Linux Octave Python R Stats SageMath Slides Teaching Terminal Whiteboard X11 | Compute Al Assistant Compare API
2 Edit @ Copy ™ Run & Bash (Linux)
echo 'Welcome to CoCalc from Linux/BASH!®

Welcome to CoCalc from Linux/BASH!

a a n & 0 € n e S_~ d_Teminalv B @ I x
o
o § sage
| Sageath version 8.7, Release Date: 2019-83-23 I
| Create a "Sage Worksheet” file for the motebook interface. i
| Enhanced for cocale I
|

‘\H/ | Using Python 2.7.15. Type "help()" for help
sager 3+ 0
12
sage: factor(12345)
ars e

Online Linux Terminal

Exiting Sage (CPU tine 6u0.30s, Wall time Gu2l.34s).
5 Lscpu | head

o™ s
o openmies):  aibie, bt
Py e o
ke cru(s) st 0-3
ety o 3

% Contact Us! Corets) et socrer. 2
el :
il 4
rakigss Seioetntel
:

Your CoCalc Projects.

A Linux Terminal that can't mess up your own computer.

3. Click My First Project.

2 Projects O Deleted [ Hidden

@® Create Project...

My First Project » R % Running

less than a minute ago

Show all projects...

4. After entering the project, you can type commands in “Terminal command...”.

O £ Projects & @ My First Project x + Help @& Account [ ©

V4 @ @/ @ New \%

)

[

Q,
®
Explorer

New

@ No files found

Log

10


https://cocalc.com/doc/terminal.html

2.2 Create a sample file

1. Type the following command in the shell and press enter to execute it:

echo "This is a test file" > test_1.txt

* echo is a command for displaying something on the console display.
* > is a symbol for redirecting from the console display.

e test_1.txt will be the destination for the above redirection.

Simply put, the effect is it will create a file called test_1.txt with one line.

Warning: it overwrites the file if the file exists.

2. Execute the following command to list the file in the current directory:

1s -1

* 1sis a command for listing directory (folder in Windows terminology) contents.
* 1s -1 means “using a long listing format.”

* You can try 1s --help or man 1ls to know more about 1s.

After running the command, you should be able to see the following:

O £ Projects & @ My First Project X L Help (A Account [&] 0O = Lo
ﬁ ® @/ ® New v Q
Tabs
= ®
Explorer “$ 1s -1 %
@ total 1

New -rW-r--r-- 1 user user 20 Dec 9 11:49 test 1.txt

Log

C)\ Type Name v Date Modified Size/Download/View
Find ] B test_1.txt less than a minute ago

& 20 bytes & @
Servers

11



2.3 Set the access level of a file in a Linux machine

1. In Linux, we use the chmod command with the following syntax to set/change the access level of a file:

chmod [option] permissions file_name

* There are three kind of users: u = owner, g = the group where the file belongs to, o = others.
¢ Also, there are three kinds of access restrictions: r = 4 = read, w = 2 = write, x = 1 = execute.

* Here, option is not necessary to set.

2. To add the executing permission of test_1.txt to the owner, we execute the following:

’chmod u+x test_1.txt

3. To remove the reading permission of test_1.txt to the group of users and others:

’chmod g-r,o-r test_1.txt

4. To add the reading, writing, and executing permission to the owner, group of users, and others:

chmod u+twxr,g+rwx,o+rwx test_1.txt

The above command is equivalent to the following numerical representations:

’chmod 777 test_1.txt

Here 7 equals +wxr (4 + 2 + 1).

Your Tasks

In this question, you need to submit the command to do the following:
1. Create a file named [the last 4 digits of your SID].txt with “Submission to Q2” as content.
2. Set the following access restriction of the above file using numerical representations:

(a) Give the reading, writing, and executing permission to the owner.
(b) Give the reading permission to the group of users.

(c) Give the executing permission to others.
3. Set the following access restriction of the above file using alphabetical representations:

(a) Remove the executing permission to the owner and others.

(b) Give the writing permission to the group of users.

12



3 Basic SQL (25%)

3.1 Connect to the SQL Online IDE
* Go to the following URL: https://sqliteonline.com.

* To run a query, just click Run or press Shift + Enter.

3.2 Learn SQL

Structured Query Language (SQL) is a database query language that allows the management of data in a
relational database. In this part, we provide some basic SQL query examples to give you a taste of how they
work, which helps you better understand SQL injection, to be covered in the lecture later.

1. CREATE a table named users_info with three columns: ID (unique int), username (varchar(225)),
password (varchar(225)): (Question to yourself: What are NOT NULL, UNIQUE, VARCHAR?)

CREATE TABLE users_info (
ID INT NOT NULL UNIQUE,
username VARCHAR(225) NOT NULL,
password VARCHAR(225) NOT NULL
g

Once a table is created, it cannot be created again; hence, the above query can be run only once.
To DELETE the table, we use DROP:

DROP TABLE users_info;

A query ends with “;”.

2. INSERT the following rows into user_info:

INSERT INTO users_info (ID, username, password)
VALUES (1, 'Alice', 'Alice2004'),

(2, 'Bob', '123456'),

(3, 'Carol', 'password'),

(4, 'Dave', 'dddd'),

(5, 'Eve', 'querty'),

(6, '"Alice', 'AlicE2004');

(Question to yourself: Are the above passwords strong enough? If no, what makes a stronger password?)

3. SELECT all columns of users_info:

SELECT * FROM users_info;

You should see the following output:

ID username password
1 Alice Alice2004
2 Bob 123456
3 Caro password
4 Dave dddd
5 Eve qwerty
6 Alice AlicE2004

Figure 6: Select the table users_info after creation and insertion

13


https://sqliteonline.com

4. SELECT specific columns from users_info:

SELECT ID, username FROM users_info;

ID username
1 Alice
2 Bob
3 Carol
4 Dave
5 Eve
6 Alice

5. Use the WHERE clause to filter some of the records:

SELECT * FROM users_info WHERE username='Alice';

ID username password
1 Alice Alice2004
6 Alice AlicE2004

6. Use the LIKE operator to search for records containing a specific pattern:

Username starts with “a”:

SELECT * FROM users_info WHERE username LIKE 'aj,';

ID username password
1 Alice Alice2004
6 Alice AlicE2004

Username contains with “a”:

SELECT * FROM users_info WHERE username LIKE '%aj';

ID username password
1 Alice Alice2004
3 Carol password
4 Dave dddd
6 Alice AlicE2004

14



Username ends with “e”:

SELECT * FROM users_info WHERE username LIKE 'Ye';

ID username password
1 Alice Alice2004
4 Dave dddd
5 Eve qwerty
6 Alice AlicE2004

7. Use the BETWEEN operator to select records given a range:

SELECT * FROM users_info WHERE ID BETWEEN 1 AND 3;

ID username password
1 Alice Alice2004
2 Bob 123456
3 Carol password

8. Use comparison operators to select records given a condition. They can be:

Operator \ Description

= Equal to

> Greater than

< Less than

>= Greater than or equal to
<= Less than or equal to
<> Not equal to

Table 1: A list of comparison operators

SELECT * FROM users_info WHERE ID > 3;

ID username password
4 Dave dddd
5 Eve qwerty
6 Alice AlicE2004
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9. Use AND, OR operator to select records based on more than one condition:

SELECT * FROM users_info WHERE ID BETWEEN 1 AND 2 OR username LIKE 'Je';

ID username password
1 Alice Alice2004
2 Bob 123456
4 Dave dddd
S Eve qwerty
6 Alice AlicE2004

10. Use NOT operator to select records that are not true for the given condition:

SELECT * FROM users_info WHERE ID NOT BETWEEN 1 AND 3;

ID username password
4 Dave dddd
5 Eve qwerty
6 Alice AlicE2004

11. CREATE another table named purchase_record with three columns: ID (int), item (varchar(225)),
date_of purchase (date). INSERT the following records into purchase _record:

ID item date_of_purchase
1 cola 2024-11-01
1 shrimps 2024-11-02
3 orange juice 2023-03-10
4 chips 2022-04-10
5 chips 2023-12-02
5 apple 2023-12-02
5 lemon 2023-12-04

Figure 7: Select the table purchase _record after creation and insertion

Try to write the query by yourself.
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12. Use ORDER BY to sort the records based on some column(s); the default setting is in ascending order
(ASC or DSEC to specify outputting in descending order):

SELECT * FROM purchase_record ORDER BY date_of_purchase;

ID item date_of_purchase
4 chips 2022-04-10
3 orange juice 2023-03-10
5 chips 2023-12-02
5 apple 2023-12-02
5 lemon 2023-12-04
1 cola 2024-11-01
1 shnmps 2024-11-02

13. Use a JOIN clause to combine the ID rows from users_info and purchase_record:

SELECT users_info.ID, users_info.username, purchase_record.item,
purchase_record.date_of_purchase

FROM users_info

JOIN purchase_record ON users_info.ID = purchase_record.ID;

ID username item date_of_purchase
1 Alice cola 2024-11-01
1 Alice shrimps 2024-11-02
3 Carol orange juice 2023-03-10
4 Dave chips 2022-04-10
5 Eve chips 2023-12-02
5 Eve apple 2023-12-02
5 Eve lemon 2023-12-04
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14. Use the UNION operator to combine the result of two or more SELECT statements:

SELECT ID FROM users_info
UNION
SELECT item FROM purchase_record;

5
6
apple
chips
cola
emon
orange juice

shrimps

Your Tasks
In this question, you need to submit the queries and the screenshot of the output to do the following:
1. Create the table users_info (Figure @ and insert the records, which includes an additional row:

* ID: [the last 4 digits of your SID]
* username: [your nickname]

* password: [any password you like]
2. Create the table purchase_record (Figure|/) and insert the records, which include an additional row:

e SID: [the last 4 digits of your SID]
* item: [anything you like]
* date_of purchase: [the date you conduct this task]

3. Join users_info and purchase_record on their ID; select the users_info.ID, users_info.username,
purchase record.item, purchase record.date_of _purchase with date of purchase after “2023-12-
03” and order the records by date of purchase in descending order.
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4 Basic HTML (25%)

HTML stands for Hypertext Markup Language. It is the standard markup language for web documents. In this
part, we will write simple HTML to interact with a PHP file using an online editor.

4.1 Start Coding with an Online Editor

1. Go to the following URL: https://html.onlineviewer.net

The left part of this website is a coding platform that allows you to write your code, and the right part is
a preview pane showing your code’s result.

) i 1 Hello World!
HTML Online Viewer Hello World!

@ Preview (Full page)

[ Highlight (Full page)

I= Format

Expand all

= Collapse all

@ Sample
D Clear

.1_‘. Import

& Export

4.2 HTML
1. We are going to write two HTML webpages, which submit your name and the last 4 digits of your SID to
a “web file” written in PHP hosted at jhttp://iems5710.42web.io.

In HTML, a tag (e.g., <b></b>) is used to tell the browser what the type of content is, and an element
(e.g., <b>12345</b>) is used to tell the browser what to display. In this part, we use <form>element
to collect the inputs and submit them to the hosted PHP file via the GET or POST method.

2. Copy and paste the following code on the coding platform:

<html>
<head>
<style>
header {
font-family: Verdana;
font-size: 20pt;
font-weight: bold;
margin-bottom: 20px;
}
body {
font-family: Verdana;
font-size: 14pt;
margin: 40px;
}
</style>
</head>
<body>
<header>
Please input the following information and click Submit
</header>
<form action="http://iems5710.42web.io" method="get">
Name: <input type="text" name="name"><br>
Last 4 digits of your SID: <input type="text" name="sid"><br>
<input type="submit">
</form>
</body>
</html>
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https://html.onlineviewer.net
http://iems5710.42web.io

Then, the webpage is shown on the right part:

Please input the following information and click
Submit

Name: | |

Last 4 digits of your SID: |
| Submit |

3. Click Preview (Full Page) on the top-left to view the website in the full-page mode.

4. Input your name and last 4 digits of your SID on the boxes, then click the Submit button:

Your request method is GET
Hi andes
Your last 4 digits of your SID: 5710

You may see the warning “The information you’re about to submit is not secure” before submitting the
form. Click Send anyway for this task. (Question to yourself: Why does this warning appear, and what
is the potential risk for submitting a form in this way?)

5. The above example uses the GET method to submit the request to the host. Now, let’s modify the code to
submit the request to the host via the POST method:

Change the following code in Step 1:

’<form action="http://iems5710.42web.io" method="get">

to

’ <form action="http://iems5710.42web.io" method=post"> ‘

Your Tasks
In this question, you need to do the following:
1. Do Steps 1-3 for submitting GET and POST requests.
2. Take the screenshots of Step 3 and include them in your report.

3. From the response pages of both HTML files, what are the differences between the GET and POST
methods? (Hints: look at the URL of the response pages.)

Assignment Submission

Put all screenshots, queries, and answers required in Your Tasks of each question into a PDF file.
Please name the file in the following format: 1155001234 Chan Tai Man.pdf
Deadline: Dec 28th, 2024, 11:59 pm Hong Kong Time.

- End -
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