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Seminar Outline

 What is Malware and its general
behavior

e Tools for Malware analysis
» Basic steps for Malware analysis

e A live demo of a real case Malware
analysis to show how a Malware

* Playpen Recruitment



IT Security Jobs are most wanted
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What I1s Malware

Malware is the short form for "Malicious Software". It
Implies any software instructions that were developed
with the intention to cause harm. Some common
examples of malware are worms, exploit code and trojan
horses. (From SANS)

Malware or malicious software Is software designed to
Infiltrate or damage a computer system without the
owner's informed consent. It is a portmanteau of the
words "malicious"” and "software". The expression is a
general term used by computer professionals to mean a
variety of forms of hostile, intrusive, or annoying software
or program code. (From Wikipedia)



Things that under Malware

e« Computer Virus

e« Computer Worm

e Trojan Horse

e Spyware

e Botnet and Zombie



General Behaviors of Malware

Changing network settings

Disabling antivirus and antispyware tools

Turning off the Microsoft Security Center and/or Automatic Updates
Installing rogue certificates

Cascading file droppers

Keystroke Logging

URL monitoring, form scraping, and screen scraping
Turning on the microphone and/or camera
Pretending to be an antispyware or antivirus tool
Editing search results

Acting as a spam relay

Planting a rootkit or otherwise altering the system to prevent
removal

Installing a bot for attacker remote control

Intercepting sensitive documents and exfiltrating them, or encrypting
them for ransom

Planting a sniffer

Source: SANS
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Tools for Malware Analysis
Built-in Tools:

netstat in command prompt

shows pids (Process ldentifiers) which can then be used to map ports to process
names.

dir in command prompt

The command "dir /o:d" show when are the files recently modified or created in a
directory. Similar to "Is -Itr* command in Unix.

Search in start menu
It can help you to search files and folder by the file name, file size, or modify date.

regedit
It help you to view and edit the register value on your system.

sigverif
This tool checks the digital signatures on all the system files, and will alert you of
any that aren't correct, or not signed.



Other free Tools: for Malware Analysis

TCPView
Show you detailed listings of of all TCP and UDP endpoints on your system
Process Explorer

List all open processes and delineate between the parent processes and the
processes that are spawned by the parent

Filemon
monitors and displays file system activity on a system in real-time
LADS
List Alternate Data Streams
Autoruns
shows you what programs are configured to run during system bootup or login
Regmon
show you which applications are accessing your
Ad-aware
to find and remove adware and spyware
BHODemon
a guardian for Internet Explorer browser
Foremost
to recover files based on their headers, footers, and internal data structures



TCPView shows a Trojan Horse backdoor at 8080

;_i_- TCPYiew - Sysinternals: www. sysinternals.com

_ ol x|

File ©ptions  Process  Miew Help

& A —

| Process | Frotocal | Local Address | Femaote &ddrez= | State £ -

£ inetinfo.exe: 1468 TCF ntecapl -2 zmtp hteckpl-2:0 LISTEMIMG

1 inetinfo.exe: 1468 TCP ntecupl-2:http ntecupl-2:0 LISTEMIMG

£ svchost exe: 856 TCF ntecHpl-2:epmap nteckpl-2:0 LISTEMIMG

E inetinfo.exe: 1468 TCP ntecxpl-2:https ntecxpl-2:0 LISTEMIMG

1 Sustem:d TCP ntecxpl -2 microsoft-dz ntecxpl-2:0 LISTEMIMG

(3 svohost.exe936 TCF ntecapl-2:1025 ntecupl-2:0 LISTEMIMG

il medie.ewe: 1492 TCP ntecupl-2:1026 ntecupl-2:0 LISTEMIMG

£ inetinfo.exe: 1468 TCF nteckpl-2:1027 ntecHpl-2:0 LISTEMIMG

A mgsve.exe:1908 TCP ntecxpl-2:1030 ntecxpl-2:0 LISTEMIMG

1 Sustem:d TCP ntecxpl-2:1031 ntecxpl-2:0 LISTEMIMG

£ mgzwe.exe1908 TCF htecapl-2:1801 nteckpl-2:0 LISTEMIMG

1 mgeve. exe:1908 TCP ntecupl-2:2103 ntecupl-2:0 LISTEMIMG

£ mgsve. exe:1908 TCF ntecxpl-2:2105 ntecHpl-2:0 LISTEMIMG

E mgsve.exe: 1908 TCP ntecxpl-2:2107 ntecxpl-2:0 LISTEMIMG

1 svchost.exe:1096 TCF ntecypl-2:5000 ntecspl-2:0 LISTEMIMG
UMGR32 exe: 2480 2 LISTEMIMG

1 Suztem:4 TCP ntecupl -2 vma hkntec.net vme hkntec. net netbioz-zen ntecupl-2:0 LISTEMIMG

£ svchost exe: 856 DP ntecHpl-2:epmap HE

A snmp.exe: 1640 LDP ntecxpl-2:snmp ot

1 Sustem:d DP ntecxpl-2:microsoft-dz el

£ lzass. evebR4 JDP ntecrpl-2izakmp g

1 inetinfo.exe: 1468 JDP ntecupl-2:1023 itk

£ mgsve. exe:1908 UDP ntecHpl-2:1029 ity

EA svchost exe: 1052 DR ntecxpl-2:1038 a

7 inetinfo.exe: 1468 LDP ntecxpl-2:3456 i

£ mgzve.exe1908 JDP ntecupl-2: 3527 it

(1 svchost exe:936 JDP ntecupl-2:ntp i

& ievplore. exe 2628 DP ntecxpl-2: 1676 i

A svchost exe: 1096 LDP ntecxpl-2:1900 g

[ svchost.exe: 936 DP ntecxpl -2 vma.hkntec.net vms hkntec.net:ntp i l...|

— System:4 JDP ntecapl-2 vma. hkntec. net vms hkntec netnetbios-ns b

_:l Syztemn:4 JDP ntecupl-2 vma hkntec.net vy hkntec. net: netbioz-dgm et -

| i v A




TCPView shows a established connection at 7777

£ TCPView - Sysinternals: www.sysinternals.com =]
File Options Process  Wiew Help
A =
| Process | Protocol | Local Address | Remote &ddress | State ¢ -
£ inetinfo.exe: 1468 TCP ntecxpl -2 smtp ntecxpl-2:0 LISTEMIMNG
£ inetinfo.exe: 1468 TCP ntecxpl -2 hitp ntecxp] -2:0 LISTEMING
[ svchost. exe 856 TCF nteckpl-2 epmap htecxp] -2:0 LISTEMING
[ inetirfo.exe: 1468 TCFP ntecHpl-2:https htecxp] -2:0 LISTEMIMNG
— Systemn:4 TCP ntecwpl -2 microzoft-dz htecxpd -2:0 LISTEMIMNG
7 svchost exe: 936 TCP ntecxpl-2 1025 htecxpl -2:0 LISTEMIMNG
il madtc.exe:1492 TCP ntecxpl-2 1026 htecxp] -2:0 LISTEMING
[ inetinfo.exe: 1468 TCP ntecspl-2 1027 htecxpl -2:0 LISTEMIMNG
7 mgsve.exe:1308 TCP ntecspl-2 1030 ntecxpl -2:0 LISTEMING
| Systern:d TCF ntecapl-2:1031 htecspl-2:0 LISTEMIMNG
E3 mgswc.exe:1308 TCF htecapl-2:1801 ntecxpl -2:0 LISTEMING
£ mgswc.exe:1908 TCF htecapl-22103 htecxpl -2:0 LISTEMIMNG
£ mgsve.exe: 1308 TCP ntecapl-22105 ntecxpl -2:0 LISTEMING
£ mgsvec.exe: 13908 TCP ntecapl-2.2107 ntecxpl-2:0 LISTEMING
1 svchost.exe; 1096 TCP ntecxpl-25000 ntecxpl-2:0 LISTEMIMNG
2 explore exe: 3244 TCF ntecspl-2 F7FT ntecxpl-2:0 LISTEMING
1 UMGR32.exec2480  TCP nteckpl-2 2080 ntecxp] -2:0 LISTEMING
TCF r'ltE!l::-:1 -2.vma hkntec. net v hkntec. net: netl:m:l& -35H nte-::-:1 -2 LISTENINE
cepl -2 wma hkntec net wms hknbes.n ! i [t £

= i B wpl-2 vma hkntec. net vms hkntes.n 7 : T|HE "'I-'|T
B svchnst.exe:EEE LUoP ntecxpl E.Epmap “:“
9 snmp.exe:1640 oP htecxpl -2 shmp HE
— System:d LUoP ntecxpl-2: microzoft-dz b
£ Izass ene:bR4 DR ntecxpl-2izakmp i
7 inetinfo.exe: 1468 DF ntecspl-2 10238 g
A mgswec.exe:13908 DR ntecspl-2 1029 B |
[ svchostere 1052 DR ntecxpl-2 1033 i
£ inetinfo.exe: 1468 DP ntecxpl-2 3456 i
£ mgsve.exe:1908 LUDoP ntecxpl -2 3527 £
[ svchost.exe: 936 LUDP ntecxpl-2:ntp e
1 svchost.exe: 1096 UoP ntec:-cp1 -2:1900 i -
i |5




Process Explore shows a cmd shell spawned from IE browser

&¥ process Explorer - Sysinternals: v sysinternals.com

Filz2 oOptions  Wiew Process Find Handle Users Help
H = =5 @ = = e e S |G
Proceszs — [ | I:F"LIJ D ezcription l Company Hame | -
E spoolzswv. exe 1328 Spooler SubSyzste. . Microzoft Carparation
Finetinfo.exe 1465 Internet Informatio... Microsoft Corporation
-8 mzdic. exe 1492 PSS DTC conzole ... MMicrozoft Corparation
E ZNMp. Sxe 1640 SMHMMPF Service FMicrosoft Corporation
"-.-"M wareServic...  1EB7EB YWhdweare Tools Se... YWkware, Inc.
E MOgswc. exe 1902 Pezzage Queuin... Microzoft Corporation
iﬁ mgtgswc. exe 283 woindows T MS. . Microzoft Corporation
FlUMGR22 exe 2480
[ svehost.exe 4004 Generic Host Pro...  Microsoft Corporation
E lzazz exe BG4 LS4 Shell [Export ... Microzoft Corparation
= j explorer. exe 112 wrhindowes Explaorer FMicrozoft Corporation
"-.-"M vaare T ray. e=e 1132 wWhdwaareT ray YWhdwware, lnc.
1{} mzpaint. exe 495 Faint FMicrosoft Corporation
= @ iemplore. exe 2244 Internet E =plorer Ficrozoft Corporation

c: | crd. exe

2960

wrhindows Comma. ..

Ficrosoft Corporation

whiindowe S kation
S indoveS tation

L2 procexp.exe 2424 0.92 Spzintermals Proc...  Syzinternals il
Type I FMame I
Dezktop SDefault
Directory WS indowes
Dlirectory oD s
Fil= D evicet A idWE ndpoint
Fil= wDevicewafdsE ndpoint
Fil= D evice YA fdYE ndpoint
Fil= C:»Docurnments and Settingz*AdministratorsDezkiop
ey HELMYS'STEMMNControlS et001 “ContralMNilztLanguage Gro...
K.ey HELMYSY'STEMAControlS et001 “ContralsMNilzhLocale’Alterna.
Koy HELMY“SY'STEMNControlS et001 “ContralMIzSLocale
ey HECLI
Koey HE LM
K.epyedE wvent “FermellbjectzSCntS ecOut0 ik emorgE went

W indowesi S indow S tationshwinstal
wufindoweshwindowStationssSwwWinStal

[cPU Usage: 1.968%

T - T . F
{Cormmit Tharge: 43.23% |[Processes: 26 e




Autoruns shows the start[1].exe program

i Autoruns [NTECXP1-2%Administrator] - Sysinternals: www.sysinternals.com i |EI|£|

File Entry Wiew User Help

FEERS!

dugtorun Entry | Description | Publizher | Image Path
ﬁ HELMYSOFTwARE \Microzoft\windows M TSCurrenty ersionsiwfinlogon L serinit
E CAWIMDOWS... Usennit Logon Application  Microsoft Corporation o hwindowshspstemn 32 uzeninit exe
ﬁ HELMSSOFTwARE Wicrosaftyiwindows MTACurentersion’winlogontShel
j Ewplorer. exe Windows E wplorer Microzoft Corporation oz hvwindowshesplorer. exe
@ HELMYSOFTWwWARE \Microzaft\\Wwindows\Curentyerzion\Hun
ﬁ [MJPHIGE1 Microgaft IME Microsoft Corporation o windowshimehimip_Tsimjpmig. exe
E bzmalntCert Microsoft[C] Register Server  Microzoft Corporation o hvwindowshsystern32hegan 32 ene
@ PHIME2002A, 229777 20023 Microzoft Corporation o vwindowshapsterndZhimehtintlgnthtintsetp. exe
@ PHIME2O0245... 779777 20024 Microzoft Corporation o hvindowshapstern3Zhimehtintlgnthtintzetp. exe
Widware Tool:  WhdwareTray (Mot venfied) Wiware, Inc.  o\program fileshwrmwarehymmane toolshymwaretray, exe
E Whdware Uzer . Whdwarel zer (Mot venfied) Viware, Inc.  o\program fileshwrmwareymmane toolshymwareuser. exe

5 C:A\Documents and SettingstddministratorStart MenutProgramshStartup

o:hdocuments and settingshadministratorkstark menuhprogramsastartupiastant1 ] exe

ﬁ HECLAS oftwarehMicrozoftyyindowshCurentt erziontB Lin
ﬁ MSSGES Mezzenger Microsoft Corporation c:hprogram fileshmessengerimaemsgs. exe

Ready.

i
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Regmon shows a register modification by a malware

Registry Monitor - Sysinternals: www.sysinternals.com
File Edit Options Help

Ez  *RpBET | <7 AH

Reguest Fath Result Other A~
.exe: /o6 Querywalue  HELMASECURITYWPolicy\SecDesch({Default) BEUFFER ..
Lexe: /o6 Closekey HKLMANSECURITYWPo 1 cyhSecDesc SUCCESS
Lexe: o6 Openkey HKLMAYSECURITYWPo 1 cyhSechesc SUCCESS Access: 0xZ20019
Lexe: o6 Querywalue  HELMASECURITYWPolicy\SecDesch{Defaultl SUCCESS MONE
Lexe: 7 o6 Closekey HKLMYSECURITYWPo1icyhSechesc SUCCESS
.exe:75b Openkey HEKLMYSECURITY W Policy SUCCESS Access: Ox2001F
Lexe: o6 Openkey HKLMYSECURITYWPo1icyhSecDesc SUCCESS Access: 0xZ20019
Lexe: o6 Querywalue  HELMAWSECURITYAPolicy\SecDesch{Default) BEUFFER
Lexe: o6 Closekey HKLMYSECURITYWPo1icyhSechesc SUCCESS
Lexe: 7 o6 Openkey HKLMYSECURITYWPo1icyhSecDesc SUCCESS Access: 0x20019
Lexe: 7 o6 Querywalue  HELMAZSECURITYYPolicy\SecDesch{Default) SUCCESS MONE
Lexa: 7 o6 Closekey HKLMYSECURITYWPo1icyhSechesc SUCCESS
Lexa: 7 o6 Closekey HKLMYSECURITY W Po1icy SUCCESS
Lexa: 7o CToseKe HKLM\SECURITY\P011C SUCCESS
to-mad.sc Setwvalue o M W ndo urrentyve : s
to—ma4.scr 3016 CToseKey HKLM\SoFtware\M1crosoft\W1ndows\CurrentVers1on\Run SUCCESS
to-mad.scr: 3016 Openkey HELMYSystemiCurrentControlset ControlComputernamea SUCCESS Access: 0xZ20019
to-mad.scr: 3016 Openkey HELMYSystem\CurrentControlSet\Control\ComputernameiActiv. .. SUCCESS Access: 0x20019
to-mad.scr: 3016 Querywalue  HELMYSystemi\CurrentControlSet\Control\ComputeriamseiActiv. .. SUCCESS TWTIHxP-1"
to-mad.scr: 3016 Closekey HELMYSystemiCurrentControlSet\Control\ComputerNameiActiv. .. SUCCESS
to-mad.scr: 3016 Closekey HELMYSystemyCurrentControlSet\Control\Computernames SUCCESS
to-mad.scr: 3016 Openkey HELMYSoftwaredMicrosoftiwindows NTACurrentversioniImage ... NOT FOUND
to-mad.scr:I016 Openkey HELMMSoftwaredMicrosoftiwindows NTACurrentversioniImage ... NOT FOUND
to-mad.scr: 3016 Openkey HELMYSoftwaredMicrosoft\RpchFPagedBuffers MOT FOURD
to-mad.scr:I016 Openkey HEKLMYSoftware’\MicrosoftiRpc SUCCESS Access: 0x20019
to-mad.scr: 3016 Querywalue  HELMASoftware‘Microsoft\RpciMaxRpc3ize MOT FOURD
to-mad.scr: 3016 Closekey HKLMYSoftware\MicrosoftiRpc SUCCESS
to-mad.scr:I016 Openkey HEKLMYSoftware’\Microsoftiwindows NTACurrentversioniImage ... NOT FOUND
to-mad.scr: 3016 Openkey HELMYSoftwareyPolicies\Microsofti\wWindows MTA\RpcC MOT FOUND
to-mad.scr: 3016 Openkey HELMYSoftware \Microsoft\RpchSecurityService SUCCESS Access: Ox20019
to-mad.scr: 3016 Queryvalue HELMASoftware’MicrosoftiRpchiSecurityserviceibDefaultauthl. .. MOT FOUND
to-mad.scr: 3016 Closekey HELMMZSoftware Microsoft\RpchSecurityservice SUCCESS
to-mad.scr: 3016 Openkey HELMASYSTEMMN UurrentContralsetiServices\Winsock\Parameters SUCCESS Access Ox20019
to-mad.scr: 3016 Querywalue  HELMASYSTEMM\CurrentControlseti\Services‘\wWinsock“Parameter... SUICESS Tcp1p =
O | —_——me IO E S, am A i T - LA RAY N T RN M aamimdr amdanmn I md= L T miasva mm e hida imm m =l Pl samnm = aa Pl B Lalal ol nl=] | e PR g L
< >
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Filemon shows a file creation by a malware

& File Monitor - Sysinternals: www.sysinternals.com
File Edit Options “olumes Help

credito-mad.scr30

CAiDocuments and Settingsiadministratort..

C:

SI2EESS

He *BE & < #h 2
Time Process Request Fath Result Other A
11:26:40 AM — credito-mad scri301 OPEN ChDocuments and Seftingstadministraton... SUCCESS Options: Open Seq...
11:26:40 AM 1 credito-mad.scr:301 QUERY INFORMATION  CiDocuments and Settingsiddministrator... SUCCESS FileAttributeTagin...
11:26:40 AM — credito-mad.ser:301 QUERY INFORMATION  CiDocuments and Seftingstddministraton... SUCCESS Length: 684272
11:26:40 AM I credito-mad.scri301 QUERY INFORMATION  CiDocuments and SeffingstAdministraton... SUCCESS Aftributes: A
11:26:40 AM — credito-mad scr:301 QUERY INFORMATION  CiDocuments and SettingstAdministrator... SUCCESS FileStreamInformat...
11:26:40 AM I credito-mad.ser:301 QUERY INFORMATION  CiDocuments and Seffingsiadministraton... SUCCESS Aftributes: A
11:26:40 AM — credito-mad scr:301 QUERY INFORMATION SUCCESS FileEalnformation

1

Cptions: Overwritel

11:26:40 AM — Regmon.exe:3188 DIRECTORY SUCCESS FileBathDirectoryln. .
11:26:40 AM — Regmon.exe:3188 CLOSE Ch SUCCESS
11:26:40 AM — Regmon.exe:3188 OPEN CiDocuments and Seftingst SUCCESS Options: Open Dire...
11:26:40 AM — Fegmon.exe:3183 DIRECTORY CihDocurments and Settingst SUCCESS FileBothDirectaryin. .
11:26:40 AM — Regmon.exe:3188 CLOSE ChDocuments and Settingst SUCCESS
11:26:40 AM — winlogan exe 700 DIRECTORY ChwINDOWS SUCCESS Change Notify
11:26:40 AM — Regmon.exe:3188 OPEN ChDocurents and SetfingslAdministratory,  SUCCESS Options: Open Dire...
11:26:40 AM = Regmon.exe:3188 DIRECTORY ChDocuments and SettingsiAdministratory,  SUCCESS FileBothDirectoryln..
11:26:40 AM — Regmon.exe:3188 CLOSE ChDocuments and Seffingstadministratory, SUCCESS
11:26:40 AM — credito-mad scr:3016  QUERY INFORMATION  CAWINDOWShsvchosts exe SUCCESS FileFsAttributelnfor...
11:26:40 AM — Regmon.exe:3188 QUERY INFORMATION  CiDocuments and SeftingstAdministrator... SUCCESS Aftributes: HSA
11:26:40 AM —1 Regmon.exe:3188 OPEM ChDocurments and SetfingslAdministrator... SUCCESS Options: Open Acc..
11:26:40 AM — Regmon exe:3188 LOCK ChDocuments and Seftingsiddministrator,... SUCCESS Excl: No Offset: O L.
11:26:40 AM — Regmon.exe:3188 QUERY INFORMATION  CiDocuments and Seffingsiadministraton... SUCCESS Length: &4

2E A0 A 1 Roamnn avn 2188 EEAD CADocmente and SetinociAdminietratnn  SHCEESS Ciffeet 0| ennth Rg_v.
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Basic steps for Malware analysis

1. Visual Analysis: File size, type, strings,
MDS5 signature... etc

2. Behavioral Analysis: Run the malware In
a well controlled and protected
environment

3. Code Analysis: Reviewing its code

15



Case Study of a Malware

Upon inflection

1.
2.

B w

copies itself to C:\WINDOWS\svchosts.exe

adds a registry entry to
“*HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run”,
ensuring “C:\WINDOWS\svchosts.exe” is run on system startup

sends a mail via smtp indicating successful installation

remains in memory, using DDE to check the URL being displayed
In the foreground IE window. Once a matching URL (one of a list
of Brazilian Internet banking sites) is typed, it:

creates a window over the |E browser to display an on-line
bank login form to let the victim to type in his/her financial
details

once the victim enter his/her details, under the assumption
he/she is logging into the on-line banking site, the malware
sends those login details back the attacker via an smtp mail

the malware then displays a “system error” dialog to the user,
and removes itself from the system (quit from the memory and
undo the registry)

16



The Malware creates a window over the IE browser to display an on-line bank login form

3 Novo sistema de login em fase inicial - Microsoft Internet Explorer ) = |EI|5|

File Edit Yiew Favorites Tools  Help
@Back - @ - @ @ :-_’;j | )_‘_j Search *Favnrites eMedia @| L;jv .:’:;?

=
i "] Bradesco Dia e Moite

Acesso Seguro

é Ladeado de sequranca
Esse & um dos indicativos de sequranca no site.
Certifique-se de que o cadeado estid aparecendo na barra inferior do navegador.

Agéncia Conta

| | [

Selecione o Tipo de Conta

ITituIar j

Senha de 4 digitos

Senha do Cartae cpF
I - Contraste do teclado +

Informe sua resposta secreta

Esqueci minha resposta secreta.

Para sua seguranca, o teclado do seu computador ndo pode ser utilizado na
digitacio da senha de 4 digitos. Por favor, utilize o Teclado VWirtual.

ENTRAR CANCELAR

[Z ajupa

Altere sua senha de 4 digitos | Divicas sobre o Internet Banking? | Dicas de Seguranca

Informe o numero da agencia.

/2] Dare I_ I_ E | Irkernet 4




Appendix

Sysinternals

— http://www.microsoft.com/technet/sysinternals/default.
mspX

Ethereal

— http://www.ethereal.com/

Foremost
— http://foremost.sourceforge.net/

Sandboxie
— http://www.sandboxie.com/

VMWare
— http://www.vmware.com/
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What is Playpen ?

Enclosure in which a baby or
young child may play

http://playpen.ie.cuhk.edu.hk

19



ODbjectives of Playpen

e Let students have the hand on
experiment of managing a network

e Provide some useful Internet services
for their community

e Provide a playground to test and
develop students work

e Provide a platform for students to try
some experiments that they cannot try
on original lab or production network

20
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Past Activities In Playpen

3-Days Linux workshop
Firewall seminar

HoneyNet project seminar
Super Worm seminar

Next attack in Internet
seminar

Worm Analysis seminar
Academic Networks in Asia
seminar

Open day showcase demo
project in 2002 and 2003
Web Portal project
(http://playpen.ie.cuhk.edu
.hk)

(now in production and is
still actively under
enhancement)

10.Playpen network

infrastructure enhancement

11.Game server project

12.PPTP based VPN using Window
server project

13.Window server project

14.Access grid testing project

15. Simple video streaming testing
project

16. System reborn card testing project

17.Library System

18.Buffer Overflow workshop

19. Computer Networking workshop

20.Phishing Seminar

21.Self learn Cisco equipment kit
https://www.ie.cuhk.edu.hk/rack2/

22.Man-In-The-Middle (MITM) attack
Seminar

23.Linux Talk 2005

24.Enhancement of Self Learn Network
Equipment Kit for lab courses and
summer workshops support

25.Security course and FYP support
21



Internetwork Expert Lab Setting

EIGRP

SO 24
56

AREA D

LE- R
RE#sh ip route
Codes: C — conmnnected, S — static, T — IGRP, B — RIF, M — mobile, B — BGP
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area
N1l — OSPF MSSA external type 1, B2 — OSPF NSSA extermnal type 2
El - OSPF external type 1, E2 - OSPF external type 2, E — EGP
i — ES—IS, Ll — IS—-IS lewvel-1 L2 — IS—IS lewvel—-2, ia — IS-IS inter area
* — candidate default, U — per—user static route, o — ODR
P - periocodic downloaded static route
Gateway of last resort is not set
141.1.0.0/24 is subnetted, 1 submets
o EZ 141 .1 .20 [(L1O0/20] wia A13S_.1.56.2, 01l:03:37, Seriald/, 0
142 l o . 0.-"24 is subnetted, 1 subnets
o EZ 3 [L10/20] wia 135 _1.56_.2, 01L:03:37, Seriald/ 0
1.3 J_ 0. D.-"24 is subnetted, 1 subnets
o EL 143.1.14.0 [1L10,/1498] wia 135.1L.56.2, 0L:03:37, Seriald/0O
145 .1.0.0/24 is subnetted, 1 submets
o B2 145.1. 4.0 [L1O0/20] wia 135.1.56.2, 01L:03:37, Sexiald/,/O
144 .1 . 0.0,/24 is subnetted, 1 subnets
o Bl l44.31.314.0 [1LI0/1498] wia 135.1.56.2, 01:03:38, Serxialld/0
147 .1L_0.0/24 is submetted, 1 subnets
L= —-+-3 147 .1 4.0 [1L1O0/20] wia 135 .1 .56.2, 01:03:38, Seriald/ O
146.1L.0.0/24 is subnetted, 1 submets
Lo B - l146.1 4. [(1L10/20] wia 135 .1 .56_.2, 01:03:38, Serial0/ 0
149.1._0.0/24 i subnetted, 1 subnets
i L2 149.1 9.0 [(1L15/10] wia 135.1.89_9, FastEthernetO,/,0
148.1.0.0/24 is subnetted, 1 subnets
o Bz l48.1 _ 4.0 [1L1O0,/20] wia 135.1.56.2, 01:03:38, Seriald/, 0O
150.1 . 0.0/24 is subnetted, 1 subnets
i L1 150.1 . 9.0 [L15/10] wia 135 _1_89._9, FastEthernetO/,0
1I35.1.0.0/24 is subnetted, 15 subnets
o XA 135.1.214.0 [110!1398] wia 13S5.1.56.2, 0L:103:38, Serialld,/0
{ s 135. 1. 6.0 i ctliy connected, Lo e O
O TR 135.1.7.0 [L10/1399] wia 135.1.56.5 OL:03:38, Serxialld/, 0
o EZ 135.1 . 4.0 3 Seriald/S/O
L] 1351 S5_0 : 38, Seriall0/,0
o 13s5.1.2.0 v« Serialld/S0
o E2 135 I 1.0 Seriald/0
o T T3S LA DL:03:38, Sexiald/,0
= 135_3 .15 = = FastEthernet0/0
o 135.1. 8.0 [90/156160] wia 135 1.89.8, 0OL:53:04, FastE O o
i LA 135.1. . 9.0 [L15/10] wia 135.1_.89_9,6 E‘ast‘sﬂletﬁatﬂfﬂ
o B2 135.1 .24 .0 [110/20] wia 135_1.55_2, O1L:03:39, Serial0,0d
c 135.1.56.0 is directly comnnected, SerialdJ/0
O ThA 135.1.57.0 [1I10/1398] wia 135.1.56.5, 01l:03:39, Serialld/0
Lo - 135.1.89.0 is directly connected, FastEthernetO,),0
e
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Equipment in Playpen

e Over 15 PC

e Qver 5 servers which can emulate over 80
virtual hosts

e Over 26 Routers (2500, 2600, 1721, 7513)
e Over 5 switches (2900, 3500, LS1010)
e ISDN equipment

e Other different OS and machines (Solaris,
Linux, Iris... etc)
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Self learn Cisco equipment kit
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IE Playpen Network Diagram

IE Network

Core Playen-fw

Switch Mang Network
VLAN 20 192.168.228.0/
24

DMZ

(playpen.ie)

VLAN 40 192.168.98.0/24
gw : 192.168.98.254

12 Network

ipv6

X BX . OX 10X 1iX

X X B OX 10X 1IX 12X

7
g FTrTTTTAwTTYTTT Ty
:

°° 78910012
o J8940%

" omlaganan

| Ix 2x  3x A ax 5x  6x

| Ix 2 3xX B 4x Bx  bX

(0]

Playpen Core routing sw
pp-sw1 192.168.228.10

Vmware Hosts network
VLAN30 192.168.118.0/24
gw: 192.168.118.254

Playpen PC network
VLAN35 192.168.108.0/24
gw : 192.168.108.254
Auto dhcp by playpen-fw

VLANG for 12 multicast and

Pp-sw2 192.168.228.11
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