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OUILINES

Computer Hacking

— Two real cases
— Man-in-the Middle Attack

Intrusion Detection

— System and Network Monitoring
— Network Intrusion Detection System (NIDS)
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Computer Hacking

Two real cases

Man-in-the Middle Attack
* ARP Poisoning
* Sniffing SSH and HTTPS sessions
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Connections are protected by session keys

Server responds, sending
its server certification

Use the session key to
encrypt and decrypt
message
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Client

Session Key

Client initiates a connection

Client use a CA public
key to authenticate the
server cert

After authentication, client
sends a session key for
connection encryption

Use the session key to
encrypt and decrypt
message

Once a session key is established,
secure communication begins between
client and server




Man-in-the-Middle Attack

Logical Connection

Poisoned host

Encrypted with the
attacker session key

Attacker pass its own session key to server and
use it to encrypt and decrvpt the messages
between attack host and the server
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Poisoned host

Encrypted with client
session key

Attacker pass fake server certificate to client so that

it cheats the client to pass it a session key which it can
use to encrypt and decrypt the messages between the
attack host and the client




Intrusion Detection

System and Network Monitoring
* Traffic Monitoring and Analysis
Intrusion Detection System (IDS)
» Host base and Network base
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