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Abstract—Privacy is a pivotal issue of mobile apps because
there is a plethora of personal and sensitive information in
smartphones. Various mechanisms and tools are proposed to
detect and mitigate privacy leaks. However, they rarely con-
sider users’ preferences and expectations. Users hold various
expectations towards different mobile apps. For example, users
can allow a social app to access their photos rather than a game
app because it is beyond users’ expectation when an entertain-
ment app gets the personal photos. Therefore, we believe it
is vital to understand users’ privacy expectations to various
mobile apps and help them to mitigate privacy risks in the
smartphone accordingly. To achieve this objective, we propose
and implement PriWe, a system based on crowdsourcing driven
by users who contribute privacy permission settings of their
apps in smartphones. PriWe leverages the crowdsourced per-
mission settings to understand users’ privacy expectation and
provides app specific recommendations to mitigate information
leakage. We deployed PriWe in the real world for evaluation.
According to the feedbacks of 78 users from the real world and
382 participants from Amazon Mechanical Turk, PriWe can
make proper recommendations which can meet participants’
privacy expectation and are mostly accepted by users, thereby
help them to mitigate privacy disclosure in smartphones.
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I. INTRODUCTION

When you are installing a mobile app, will you give a
second thought in front of a long permission list of data
usage? Most people just touch the accept button to approve
of the permissions without scrutinizing them [1]. As a conse-
quence, abuse of permission is common in many smartphone
apps. For instance, some game apps require a plethora
of data, including users’ accounts, location information,
personal photos and device ID, which may be not necessary
for functioning. To most users, the expectation of a game
app is entertainment rather than accessing so many kinds
of information. Obviously, apps’ behaviors may be beyond
the users’ expectations due to the abuse of the permissions.
The risk of sensitive data disclosure is increased accordingly.
To address this issue, it is significant to understand users’
expectation of privacy and mitigate the abuse of data access
permissions of mobile apps.
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This problematic issue has got attentions from some giants
of the smartphone world. They ameliorated the user interface
of their systems to show some detailed information about
data access permissions. The idea behind it is to improve
users’ understandings of the permissions rather than leaving
the users in the dark. Unfortunately, most people think
the information about data access permissions is intricate
and few people will read them [2, 3]. Thus, a number
of research projects have looked into understanding users’
expectations of different mobile apps [4]. However, they
captured the expectation and formed a unified conclusion
without considering diversity of individual privacy expecta-
tion. For example, when the majority of users believe an app
should not access a specific data, this result will be regarded
as a common conclusion for this app and delivered to all
the users. However, a common conclusion agreed by the
majority of users by no means represents that all the users
should follow it. Therefore, it is important and challenging to
understand individual expectation. To achieve this objective,
we propose PriWe, a system which aims to understand users’
expectations and help them to make proper decisions about
the privacy settings of their smartphone apps accordingly.
The basic idea is that PriWe collects users’ privacy settings
to various apps and finds the users who have similar privacy
preferences. Then, PriWe makes recommendations to a user
about permission settings based on the expectations of the
users, who hold the similar privacy preferences.

In this paper, we collect users’ settings of data access
permissions by leveraging crowdsourcing. After collecting,
how to understand users’ expectation of privacy and help
them to make decisions is another challenging issue. Inspired
by the recommendation algorithm, we calculate similarity of
different users and similarity of different apps. We consider
the users who have high similarities will share analogous
preferences. Likewise, users will hold similar preferences to
some similar smartphone apps. According to this feature,
PriWe can make app specific recommendations to users.

We implemented PriWe and deployed it in the real world.
The implementation in this paper focuses on Android op-
erating system since it holds the largest smartphone market

IEEE
computer
® psouety



share. PriWe allows users to set their data access permissions
to various Android apps and generates recommendations
based on their expectations by leveraging the crowdsourcing.
We released the app of PriWe to 78 users and published a
crowdsourcing task on the Amazon Mechanical Turk, which
is completed by 382 participants. According to the results,
PriWe can make proper recommendations which can meet
participants’ privacy expectations and are mostly accepted
by users, thereby help them to make informed decisions
about settings of data access permissions.

We make the following contributions in this paper: (1) We
propose PriWe to understand users’ expectation of privacy
on Android apps using the crowdsourcing mechanism. (2)
We implement and deploy PriWe in the real world. It
allows users to set data access permissions of installed
apps and apply the recommendations produced by PriWe to
mitigate privacy leaks. (3) We evaluate PriWe by collecting
the feedbacks of 78 users from the real world and 382
participants from the Amazon Mechanical Turk. According
to the results, PriWe can make recommendations which
are mostly accepted by users, thereby help them to make
informed decisions and mitigate privacy disclosure.

II. USERS’ EXPECTATION OF PRIVACY

Taking a step back, we discuss the privacy in this section
and figure out why understanding the individual expectation
of privacy towards mobile apps is vital and beneficial.

Privacy is by no means a fad of modern society. In 1890,
two U.S. lawyers proposed a prevalent definition, private
life, habits, act, relations and the right to be alone [5]. With
the proliferation of information technology, Wesin proposed
that privacy is the claim of individuals, groups, or institutions
to determine for themselves when, how, and to what extent
information about them is communicated to others, and it
came to be known as information privacy [6]. These two
acknowledged definitions both emphasized that privacy to
people should be an ability to express themselves selectively.
The expression is driven by the individual expectation of
privacy. Likewise, users also want to provide their data
selectively based on their expectation to the privacy of
mobile apps. On one hand, we yearn for better services
and performances so that we are willing to provide some
information. On the other hand, it is reluctant for us to
share information because we also hope that our sensitive
data could be preserved. Therefore, based on the previous
discussion, it is a trade-off between service and privacy.
People’s expectation of privacy is the key to balance the
trade-off.

III. SYSTEM DESIGN

In this section, we show the architecture of PriWe and
elaborate on the mechanism we proposed to generate rec-
ommendations for privacy settings in smartphones.
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A. Architecture

We have two intentions in our mind when designing
PriWe. First, PriWe can be deployed in the real world and
help users to make better decisions on privacy settings
in their smartphones. Second, the processes of analyzing
crowdsourced and generating recommendations should be
completed in a server due to the limited capability of
smartphones. To achieve these objectives, we design the
system, as depicted in Fig. 1. A mobile app is deployed
in the smartphone to collect privacy settings from users. It
also can receive recommendations from the server to help
user mitigate privacy risks. The analysis component in a
server aims to analyze the crowdsourced data and generate
the recommendations. All the data will be saved in an inbuilt

database.
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Figure 1. The overview of PriWe, which consists of an mobile app in the
smartphone and a server.

The mobile app of PriWe should consist of several fea-
tures. Firstly, it can automatically scan the apps installed
in the smartphone and identify them by names. Secondly,
the PriWe app can receive and apply the recommendations
based on the crowdsourced information. Finally, the Priwe
app itself should hold the data access permissions as little as
possible. Because the ultimate objective of our project is to
help users to mitigate privacy risk accordingly, our system
should be a privacy problem in no event.
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The main functions of the Android app of PriWe.

Figure 2.

The main functions of PriWe app are shown in Fig. 2.
After installing the app, a user needs to sign up a new
account in order to use it. The user can then review the list
of apps installed in the smartphone and the corresponding
privacy permissions. Based on the crowdsourced other users’
settings, the user can see the crowdsourcing results, receive
and apply the recommendations generate by the server.

The server side of PriWe has two parts as shown in Fig. 1,
one is a program run in the background to analyze the data
and generate recommendations based on the crowdsourcing
mechanism, the other one is an inbuilt database to store



information. The analysis part plays a pivotal role on the
server side and we elaborate on it subsequently.

B. Recommendation mechanism

For analyzing the users’ crowdsourced data, we are in-
spired by recommendation algorithms. The traditional rec-
ommendation systems aim to recommend attractive and
interesting commodities to customers in some e-commerce
markets. However, we do not have customers and commodi-
ties; rather we have smartphone users and privacy settings.
Thus, each user is mapped to a customer, and each privacy
setting is mapped to a commodity. Furthermore, we consider
that the people with the similar background, habit or age
may have similar privacy preferences. In this section, we
elaborate on generating recommendation by formalization
in the context of smartphone apps.

We assume that there are P users, each user has A
apps. Each app holds () data access permissions. We define
I, 4.« as the setting of data permission ¢ of the app a set
by the user p. The users set the privacy setting by the
dichotomous variable {0, 1}. More specifically, I, 4., = 0
denotes that the users do not want share that data with
anyone, whereas I, , , = 1 means the participant allows the
disclosure of that information. However, the users may not
have a clear understanding to various privacy settings, and
it is arduous for them to finish all of the privacy settings.
The recommendations made by PriWe can help the users
to set the data access permission if they have ambiguous
understanding of the corresponding data. We propose the
recommendation mechanism by drawing inspiration from
the collaborative filtering approach, as portrayed in Fig. 3.
More specifically, we adopted the user-based and item-based
collaborative filtering. The following two examples further
illustrate these two approaches.

Example 1: Two users, ¢ and j, both installed two
apps a1,as in the smartphone, and each app holds two
permissions q1,q2. The user ¢ and j both allow the app
ay can get the corresponding data permissions, by setting
Ii gy 5,0, = 1and I 4 , o, = 1. In this situation, we consider
they may have the similar privacy preferences. If the user
1 set I; 4, 0, = 0 to prohibit the access permission g; of
the app as, user j is likely to have the same choice on this
setting.

Example 2: Two apps, a1 and ag, both are installed in
the smartphone carried by a user i’. The apps ¢ and j have
the similar functions and hold the same permissions ¢; and
g2. If the user set I/ 4, o, = 1 to allow the corresponding
data to be accessed by the app a1, the user is very likely to
do the same thing to the app ao,by setting I;/ 4, 4, = 1, as
well.

The examples illustrate the user-based and item-based
collaborative filtering approaches we applied. Based on the
examples. the key of the two approaches is to calculate
the similarity of users and items, respectively, and then
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generate recommendations. Therefore, we define s, (7, j) as
the similarity between the user ¢ and j. The basic idea
of the similarity is that we want to discover how many
privacy settings that the users ¢ and j have the same choice.
The more such settings, the higher similarity between them.
Thus, we calculate similarity between user ¢ and j through
Eq. 1, based on the Pearson correlation coefficient. The
possible similarity values are between -1 and 1, where values
near to 1 indicate a strong similarity. The [ served as a
penalty parameter where ny, is defined as the number of users
who have mark data usage permission & as private and n is
total number of users. If everyone has marked permission
k, the [ is zero. The [ can avoid the influence if the users
make general consensus on permission k. Furthermore, to
improve the accuracy of results, we also consider various
basic information of the users, including, occupation, age,
gender and smartphone daily usage. More specifically, we
thought that the users have the similar basic information may
have the similar privacy preferences. More specifically, the
Priwe will first categorized the users into different groups
due to their background, habit and age. Then, the Priwe
calculate the similarity between the users in the same group
and those in the different group afterwards.
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Likewise, we define s;(u, v) as the similarity between the
privacy permission u and v. To calculate the similarity, we
adopted the adjusted cosine similarity to take the differences
in the average setting behaviors of the users into account,
as shown in Eq. 2.

Z (Ii,u,a - Tu,a)(Ii,v,a - Tv,a)
5i(u,v) = ——=—— —
Z (Ii,u.a - Iu,a)2 Z (Ii,v,a - Iv,a)2
i€epP ' ieP

The I, . denotes the average of permission setting u of
the app a set by all the users. The results for the adjusted
cosine measure correspondingly range from 1 to +1, as in the
Pearson measure. We adopted Pearson correlation coefficient
and the adjusted cosine similarity to calculate the similarity
between users and permission settings, respectively. The
empirical analysis showed that for user-based recommender



systems by far, the Pearson correlation coefficient outper-
forms other measures of comparing users [7]. However,
it has been presented that the adjusted cosine similarity
consistently outperforms the Pearson correlation metric in
the item-based recommendation situations.

After calculating the similarities s, (7, j) and s;(u,v), we
adopt a probabilistic-based similarity fusion framework [8]
to form a more robust similarity and overcome the data
sparsity problem, which is an obstacle to our work for real-
world deployment. The basic idea is that we provide differ-
ent weights to the two similarities s, (4, 7) and s;(u, v) based
on probability, and combine them accordingly. Thus, the
user-based and item-based collaborative filtering approaches
are only two special cases. Finally, we can produce the
recommendation to each user for their privacy permission
due to the similarities.
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Figure 3.  Generating recommendation of data access permissions for
Android apps is based on the user- and item-based collaborative filtering
algorithm.

IV. IMPLEMENTATION

In this section, we describe the implementation of PriWe,
from the app side and server side.

A. PriWe App

The PriWe app is developed in Android platform and
can be compatible with various smartphones with different
screen size. Our prototype of PriWe app is implemented on
Android 4.4 and runs on the Google/LG Nexus 4 handset.
For deployment, PriWe has been tested with Android system
version 4.0.3 - 4.4.4.

The two main objectives of PriWe app are to provide user-
interface for setting their apps’ permissions of data access,
and to collect users’ settings based on the crowdsourcing.
More specifically, the main functions of PriWe app includes
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Table I
SUMMARY OF MOST ABUSED DATA AND PERMISSIONS

Most Abused Data and Permissions

e Coarse and fine location (Approximate or exact location information. It can
lead location-based attacks or malware, or sending location-based ads.)

o Network state (Cellular network information and connections. It will also
drain smartphones’ battery.)

o Wifi network information (Wi-Fi network information, including passwords
and usernames. It can lead information disclosure by Wi-Fi network.)

e Running apps information (Information of running tasks and processes.
Users’ sensitive information from other running apps can be leak.)

e Phone state and identity (Phone states information and International Mobile
Equipment Identity. It can lead sensitive information disclosure.)

o Modify/Delete internal/external contents (Permission of modification inter-
nal and external storage. Apps steal information or save data on internal and
external storage.)

o Full internet access (Permission of using the Internet to download and upload.
The sensitive information can be disclosed and malware will be downloaded.)
e Automatically Start at Boot (Permission of automatically starting the
smartphones boot. Malicious apps will use it to boot automatically.)

e Send SMS Messages (Permission of sending text messages without users’
awareness for subscribe additional services which may leave users with unex-
pected charges.)

e Prevent From Sleeping (Permission of preventing from sleeping or the screen
from dimming. Apps can steal the information even it is time-consuming.)

e Control Vibrator (Permission of accessing vibrator function. It can stop
vibrations for notification before malicious apps interpret information.)

signing in, setting apps’ permissions, collecting users’ feed-
backs, applying recommendations and presenting the results.
The functions of the app are depicted in Fig. 4, which is
composed by snapshots of the app in Nexus 4. All functions
and interactions between them are implemented by Activity
and Fragment. The official Android SDK provides APIs to
retrieve installed apps in the smartphone and scrutinize the
privcacy permissions of each app. However, it is arduous
for users to read all the system permissions in a screen
of smartphone. we summarize eleven types of abused data
and permissions of Android apps and discuss their potential
risks, as shown in Table I. The summary is based on some
freeform comments on the Internet [9, 10], research papers
on the Android system and analysis of smartphone apps
[1, 2, 3, 11, 12], security and privacy tips from official
guidelines [13], a survey on information security and privacy
of Android apps [14].

To implement the function of setting permission in An-
droid platform, PriWe provides user interface to set permis-
sions. The Android system does not provide any mechanism
for users to modify the privacy settings to normal users.
Priwe can achieve such functions based on the Xposed
framework [15]. It allows the users to change the privacy
permission settings for various mobile apps. Since apps
may be crashed when they cannot access specific data,
PriWe feeds Android apps artificial data. However, there are
two exceptions: access to the internet and modify external
storage are restricted by denying access due to Android
system mechanism. Overall, PriWe has the capability to
modify the data access permission of installed apps in



Android smartphone. Thus, PriWe requires root permission,
namely, there is no way to achieve our objectives in non-
root devices. Although root process is considered as legal,
it is not supported officially. We take this issue in a neutral
way and we do not advocate rooting Android smartphone
for protecting users’ privacy. However, in our work, PriWe
needs root permission to mitigate information disclosure.
Furthermore, according to the feedbacks from users, we did
find no users have reported issues about data leakage or
system crashed due to rooting their smartphones.

B. PriWe Server

The server is designed to analyze the collected data and
articulate the results according to crowdsourcing mechanism.
The server system is deployed in an IBM server and built as
three-tier architecture which is composed of a presentation
tier, a domain logic tier, and a data persistence tier. More
specifically, the presentation tier, is a web-front which im-
plemented by Html, Javascript and the third development
libraries. A user friendly interface can be provided in this
tier. The domain logic tier is implemented by Java EE
architecture and Enterprise Beans mechanism to analyze the
collected data. To improve robustness and configurability of
the system, the web application is built based on frameworks
including Spring, Struts, Hibernate. The recommendation
algorithm we presented before is also deployed in this tier to
generate recommendations to the users. In data persistence
tier, all data are persisted in a MySql database.

V. EVALUATION

To evaluate PriWe, we published a task to collect people’s
feedbacks about the privacy of smartphones on the Amazon
Mechanical Turk. Furthermore, to make the evaluation re-
sults more convincing, we also deployed the PriWe in the
real world. We elaborate on the evaluation from these two
parts, respectively.

A. Evaluation based on mechanical turk

We published a task on the Amazon Mechanical Turk!
for three weeks, and 382 participants completed our task. To
avoid bias and make the results more convincing, we present
the statistics of the participants. Among all the participants,
243 participants are male, and 139 participants are female.
226 participants are 20-29 years old, and 115 participants
are 30-39 years old. The remainder of the participants are
either 10-19 or above 40. All of the participants came from
various backgrounds, such as, energy, materials, consumer
staples, health care, financials, information technology and
etc.

In the task, we asked the participants to answer a ques-
tionnaire to illustrate their privacy preferences for various
types of mobile apps. We prepare two questionnaires, survey

Uhttps://www.mturk.com/mturk/preview?groupld=
3PBTVBPQSTIPENG33V3IMPSHIBILG1
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A and survey B. A participant will arbitrarily select one of
them. According to the results, 200 participants completed
the survey A and 182 finished the survey B. We evaluate
the accuracy of recommendations produced by PriWe. More
specifically, we separate the survey A into two parts, one is
regarded as a train set, the other one is regarded as a test
set. So does the survey B. Furthermore, to make the results
more convincing, we also treated the survey A as a train
set and the survey B as the test set. The selected results are
presented in Fig. 5.

We have selected several populations of the participants,
such as male, female, 20-24, 25-29, 30-39, with a back-
ground in information technology with a focus on privacy
& security and with a background in information technology
without a focus on privacy & security. The overall accuracy
of the recommendations made by PriWe is about 78%. We
made a comparison of the recommendation made by PriWe
with the test data, presenting the results in Fig. 5. The
accuracy of recommendation for the participants in privacy
and security is higher than the remainder of all the selected
participants (around 90%), because the users who have
the background about the information privacy and security
have a better understanding about the privacy permission
settings in smartphones. Due to the same reason, the users
who came from other areas have the lowest accuracy of
recommendations. Another finding is that accuracy increased
gradually in the users who are from 20 to 40 years old. One
potential explanation is that some young people have no
unambiguous perceptions about their privacy permission of

M Survey A M SurveyA&B

their mobile apps.
o Male T Non IT

Female
yyyyy y & Security Privacy & Security

Survey B

2024 2529 3040
P

Figure 5. The accuracy of recommendation made by PriWe based on the
feedbacks of participants in Amazon Mechanical Turk.

Accuracy of recommendation made by PriWe

B. Evaluation based on real-world deployment

PriWe app has also been released to 78 users, who are
from Hong Kong, Singapore, Austria, England, America and
China, for evaluation in the real world. The server collected
users’ feedbacks of their permission settings and some basic
information. The collected information includes app infor-
mation, users’ permission settings of installed apps, and the
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PriWe provides an Android app for participants. (a) PriWe can scan various app installed in smartphones; (b) PriWe also provides an user

interface to the participants to list the most abused data access permissions; (c) The participants can discover how many installed apps used a specific
permission and provide their privacy preferences; (d) The participants can also take a look about how many permissions an app will use and show their
feedbacks of privacy preference accordingly; (e) The statistical results are presented to the participants, which can be taken as a reference for their privacy
preferences; and (f) PriWe can make recommendations to various apps according to the individual privacy preferences.

users’ basic information, such as background, age, gender,
user ID and etc. In the evaluation, we collected information
from 78 participants based on PriWe. The summary of apps
of each user is shown in Table II. From the table, it can
be seen that the majority of the users have less than 40
apps in their smartphone, which almost meets the statistic
of common users’ apps from Statistics Portal [16].

Table 11
STATISTICS OF PARTICIPANTS’ ANDROID APPS

Number of apps Number of users Percentage
1~20 26 33%
20~40 27 35%
40~60 17 22%
60~ 8 10%

To corroborate the proposed abused data and permissions
list, we calculate the average number of Android apps that
participants installed access these data and permissions.
According to the results presented in Table III, we found
that all the potential abused privacy permissions have been
accessed by many apps. Considering Table II and III jointly,
we can figure out the majority of apps used by participants
hold the abused permissions.

We illustrated the evaluation results in Fig. 6 and Fig.
7. So far there is no clear or existing metric to evaluate
our work, we consider the participants’ feedbacks as the
ground truth to evaluate PriWe. According to Fig. 6, the
recommendations are usually taken by the users. However,
the recommendations about preventing from sleeping and
controlling vibrator are not fully apprehended and reluctant
to be applied by users. The reason of this phenomenon may
be that they are not very severe risks and participants did
not take much attention to them, ignoring the preferences
and recommendations. The recommendations about location,
network state and wifi network information, running apps
and automatically starting are highly accepted. Participants
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Table III
THE AVERAGE NUMBER OF ANDROID APPS THAT ACCESS ABUSED
INFORAMTION

Abused data and permissions Number of apps

Coarse and fine location 16
Network state 32

Wifi network information 20
Running apps information 13
Phone state and identity 18
Modify/Delete contents 30
Full internet access 35
Automatically start at boot 17
Send SMS messages 7
Prevent from sleeping 25
Control vibrator 27
Access 2~5 27
Access 6~10 16
Access all 5

may take them seriously since these information involved
personal and even sensitive data. That is a reason why
participants are willing to take them. Furthermore, partic-
ipants showed ambivalence about the recommendations of
phone state and identity, modify storage contents, Inter-
net capability and SMS messages control. Because these
information or permissions plays important roles in apps
running and service performances, the ambivalence presents
participants hope to obtain better services and preserved
these information as well.

To evaluate our another objective, i.e., improving aware-
ness of privacy preference, we depicted the results according
to the feedbacks in Fig. 7. From the graph, we can see
that participants have a better comprehend or even epiphany
to some privacy permissions. However, the participants did
not have a better understanding about the permission of
automatically boot and wifi network information. According
to the survey after the experiment, we discovered that
most participants already knew some mobile apps can boot
automatically so they did not pay more attention to it. The
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wifl network is permeating our life in every aspect inevitably
and people take it as a kind of routine. Thus, participants
did not feel a remarkable improvement of awareness of wifi
network information.
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access permission after using PriWe.

VI. RELATED WORK

We provide an overview of some of representative liter-
ature related to our work in this section. We classify the
related work into three categories: (1) security protection
for Android apps (2) Android permission (3) understanding
privacy and decision making system.

A. Security protection for Android apps

According to recent systematically research, several vul-
nerabilities have existed in Android apps. Their presence
even in some extremely popular apps [17]. Thus, plenty of
work focuses on security and privacy of Android platform
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and its apps. Techniques and tools that can detect and prevent
information from being leaked in Android apps have been
widely studied [18, 19, 20, 21]. Permission analysis is a
telling method to detect sensitive information potential leak-
age [21]. Some static analysis tools have also been developed
to automatically detect attempts to load external code using
static analysis techniques [18]. Access control provides a
different perspective of security and privacy detection and
protection in Android system. FlaskDroid [19] privodes
mandatory access control on Android’s middleware and
kernel layers to prevent information disclosure. TaintDroid
[20] is a notable dynamic taint tacking and analysis system,
which involves some aforementioned methods to simultane-
ously tracking multiple sources of sensitive data. All these
works put much efforts on analyzing and protecting security
for Android apps. However, protecting users’ information
unilaterally cannot meet their requirements since users have
different concerns towards various mobile apps.

B. System permissions of Android apps

Android provides security to users through a permission
mechanism [13]. The basic idea behind the permission
mechanism is that each application has permissions to per-
form any operations that would adversely influence other
applications, the system and users. The permission list of an
app will be shown to users before they install apps from the
app store. Only when the apps get approbation does they can
be installed. The apps can access the information according
to their permission lists.

Obviously, Android permission mechanism intends to
improve users’ awareness of the privacy about the apps.
However, most Android users have defective understandings
about the permission. To make things worse, they paid
limited attentions to the permission list which is shown on
the screen just before installation [1]. Thus, a mechanism,
called permissions removal, has been proposed to mitigate
the privacy leak in Android smartphone [3]. Another feasible
way to mitigate data abuse is to establish a system with the
ability to prevent apps from accessing resources without the
stated permissions [11]. In this case, users will know what
kind of information will be obtained by the app. However,
some developers always ask for unnecessary permissions
due to ambiguous API documentations and bad develop
habits [12]. This abuse of permissions also lead unexpected
information disclosure. Thus, static analysis of android
permission can figure out the flaws when applications are
granted more permissions than they actually need [22].

C. Understanding privacy and decision making system

According the discussion in section II, the privacy of
Android apps should emphasize that users have adequate
awareness and understanding to their personal, even sensitive
information. According to a recent survey [23], Android



users hold quite different viewpoints due to their demo-
graphic characteristics, security and privacy awareness, and
reported behavior when installing apps. It is challenging to
recognize users perceptions of whether a given action is
legitimate, or how the action makes them feel with respect
to privacy. A model, privacy as expectations [4], is proposed
to capture people’s expectations of privacy.

Past work about understanding privacy of smartphone
users mostly take advantage of crowdsourcing. Our proposed
system, PriWe, is inspired by these works. However, it
differs in the motivation and the way of collecting and
analyzing data. PriWe captures the information through an
Android app and learn users’ privacy concerns and pref-
erences based on the collected data. Hence, PriWe makes
recommendations to users based on their expectations.

VII. CONCLUSION

In this paper, we proposed PriWe, a system aims to
understanding users’ expectations of privacy and making
recommendations about their privacy settings of installed
mobile apps accordingly. We published a task on the
Amazon Mechanical Turk and deployed PriWe in the real
world for evaluation. According to the feedbacks of 382
participants from the Amazon Mechanical Turk, the recom-
mendation made by PriWe can achieve around 78% accuracy
for all the participants and achieve about 90% accuracy
for the people in information privacy and security area.
According to the feedbacks of 78 users from the real world,
PriWe can make proper recommendations which can meet
participants’ privacy expectation and are mostly accepted
by users, thereby help them to mitigate privacy disclosure
in smartphone apps.
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