IEMS5710B Crypto., Info. Security and Privacy (2" Trimester, 2023-24)
Laboratory Assignment: Experiencing Security-related Computing Environments
Due date: Dec 19™, 2023, 11:59 pm HK Time. Submission: http://blackboard.cuhk.edu.hk

Objectives

This “laboratory assignment” covers some selected topics we will cover in the lectures. Upon
completion, you will be able to:

- Establish a secure communication channel using public-key encryption

- Change the access level of a file in a Linux machine

- Write some simple SQL queries for querying a database

- Write an HTML webpage file to interact with a “web application” written in PHP

(This assignment aims to give you first-hand experiences in related computing environments.
You are advised to finish at least the first three parts of the question early to have some hands-
on experience before you commit to taking this course.)

Q1. Encryption and Decryption using GPG4WIN

. Installation
1. Download GPG4WIN from the following URL: https://www.gpg4win.org/download.html

2. Click the download button.

Gpgdwin 4.2.0 (Released: 2023-07-14)

You can download the full version (including the Gpgd4win compendium) of Gpg4win 4.2.0 here:

Gpg4win 4.2.0
Size: 33 MByte

OpenPGP signature (for gpgdwin-4. 2 0. exe)
SHA256: 829b5¢c8eb513fa383abdd4cf129a42e8172d429924b26101341593851f0ab119

Figure 1

3. Select “S0” and start to download. // Well, you can always choose to donate :)

Please donate for Gpg4win to support maintenance and development!
Pay what you want! — Thank you!

Donate with ' PayPul'

'® PayPal

O Bitcoin E
U Bank transfer m

b, Download

OpenPGP signatures and source code package »

Figure 2


http://blackboard.cuhk.edu.hk/
https://www.gpg4win.org/download.html

4. Double-click the file to start the installation process.

5. Select the default option.

E Gpgdwin Setup — =
Choose Components
Choose which features of Gpg4win you want to install.
Check the components you want to install and uncheck the components you don't want to
install. Click Mext to continue.
. i Description
Select components to install: GruPG
Paosition your mouse
Kleopatra over & component ko
[era see jts description,
GpgOL
GpgEX
|:| Erowser integration
Space required: 99.6MB
Gpgdwin-3.1.5
< Back ” Next > | | Cancel

Figure 1

6. Finally, select Run Kleopatra and press Finish.

E Gpgdwin Setup -

. Completing the Gpgdwin Setup
Gpgdwin W=

w Windows
Gpg4win has been installed on your computer,

Click Finish to dose this wizard.

] Run Kleopatra

[ show the README file

Go to Gpg4win's webpage

Figure 4



Il. Generate a public and private key pair
This section demonstrates the steps to generate a public and private key pair in the system.

1. After the software has started, select the New OpenPGP Key Pair option.
(Question you should ask yourself: What does “PGP” stand for? Google is your friend.)

™ Kieopatra — O *
File View Certificates Tools Settings Window Help

&3 New OpenPGP Key Pair... Ctrl+N Q = B

& New S/MIME Certification Request.. up on Server | Certificates  Notepad  Smartcards

Q. Lookup on Server... Ctrl+Shift+]

E< Import.. Cirl+1

&5 Export.. Ctrl+E

&) Backup Secret Keys...
= Print Secret Key...

&5 Publish on Server... Ctrl+Shift+E

ta Decrypt/Venfy..

LY Sign/Encrypt..
Sign/Encrypt Folder...
Create Checksum Files...
Verify Checksum Files...
Close Ctrl+W ra Gpgdwin-4.2.0

Quit Ctrl=Q the crypto software GuuPG.

For most actions vou need either a public key (certificate) or wour own private key,

® The private key is needed to decrypt or sign.
® The public key can be used by others to verifv your identity or encrypt to vou.

You can learn more about this on Wikipedia,

Figure 5

2. Select Create a personal OpenPGP key pair, fill in your name and email address if you want,
and tick the box “Protect the generated key with a passphrase.”

™ Create OpenPGP Certificate - Kleopatra X

Enter a name andfor an email address to use for the certificate,

Name

Alice

Email address

Frotect the generated kew with a passphrase.

Advanced Settings...

Cancel

Figure 6



You can click Advanced Settings for other available options. For example, you can increase
the key length in the advanced setting dialog box. We will use the default options in this
lab assignment. (Question to yourself: What are ECDSA, EdDSA, ed25519, and ECDH?)

™ Advanced Settings - Kleopatra ? *

Technical Details

Kewv Material
(O R3A 3072 bits
+REA 3072 bits
O Ds4 2,048 bits
+ Elgamal 2,048 bits
(@ ECDSA/EIDSA ed25519 v
+ECDH w2312

<

Certificate Usage

Signing Certification
Encryption [ ] Authentication
Valid until: 0071172024 ]
Cancel
Figure 7

3. Click the OK button to create the key pair.
4. Enter a password to protect your new (private) key.
7 pinentry-gt - hd

Flease enter the passphrase to
protect wour new key

Passphrase: || |

Repeat: | |

Cancel

Figure 8
5. Your new key pair has been created.

™ Success - Kleopatra *

o A new CpenPGP certificate was created successfully.

Fingerprint of the new certificate: 51FC 0ASE QD75 328A FOE7 DD69 460F D60 ACES 14D0

Figure 9

6. Click Finish to exit the dialog box.



IIl. Export your own public key
To establish a secure communication channel, you have to give your public key to others. This

section details the steps to export your public key to a file so you can send it out.

1. After you press “Finish” in the previous step, you will see the following box.

™ Kleopatra - [m] X
File View Certificates Tools Settings Window Help
L i H = @ Q =l 2]

Sign/Encrypt  DecrvptVerify  Import Export  Certify  Lookup on Server | Certificates  Notepad  Smarteards

Search.. <Alt+0= All Certificates i

% All Certificates

-~
Name E-Mail User-IDs  Valid From  Valid Until Key-1D
Alice certified 12/7/2023 12/7/2026 469F 6D6D ACES 14/

Figure 10
2. Move your mouse cursor and double-click your name.

3. The certificate details will be shown.

User [Ds:

Email MName Trust Level

Alice = yltimate

Add User ID Flag as Primary  Certify User [Ds Show Certifications  Revoke Certifications . Fevolke User [D

Valid from: 12/7/2023
Valid wntil: 12/7/2026 &

Fingerprint: 51FC OASE 8D75 3284 FO27 DDES 460F 6D6D ACES 14D0 [y

More Details... Update Change Passphrase  Generate Revocation Certificate

Close

Figure 11



4. Click the Export button to view your public key.

™ Export - Kleopatra X

Comment: User—-ID: Rlice

Comment: Valid from: 12/7/2023 20:13

Comment: Valid until: 12/7/2026 12:00

Comment: Type: 255-bit EdDSA (secret key availakle)
Comment: Usage: Signing, Encryption, Certifying User—IDs
Comment: Fingerprint:
S1FCORBESDTS328AF087DDES4E9FEDEDACEEL4D0

mDMEZXG2 6BY JEwYBBAHaRwOBAQdAvdEdECcICL] kPCDJIZQUvPl4HuepgpOmRD] s
vV

1Fgwdai0BUFsaWN1iJkEExYRAEEWIQRR/
AgOnXUyivCH3W1Gn21trOYUOAUCZXG2
EATbAWUJBaR4WAULCQgHAGIiAgYVCgkICWIEFgIDAQIeBwIXgARAROREGN21tr0
YU

0B/
CAQDbx0DWScahLuSwgtg0jLSQrVRmlbVe3hSpCQksHDSpugD8Cpta8RXX+Uml
gljitdpGgBNHOLPRsfR1xT41kxfceAC40AR1cbboEgorBgEEAZAVAQUBAQIAUL

og
Syv4EuntreC2plT=xHWEskGPLngsmSm21CYcf9] 8DAOgHIH4AEGEYFACYWIQRR/
AgC

n¥UyivCH3W1Gn21trOYUOAUCZXKG2 6ATLDAUJBaR4WARRKCREGN2 1t rOYUOCWWAD
(o334
vAOhCw9xBQ3tyr¥Sxb0iXLT72ysInz+jXgohEVibDEQD+P3gROY22kIp£gngRLG
fb

+628scDEBxyrtxjrefmUold=

=45LF

Figure 12

5. Right-click and select all content. Copy the content to the clipboard. Open a text editor
(e.g., notepad) and paste the content. Remove lines 2 to 9 from the content. You should
have the following screen.

[=] Alice_public_key.txt E1 |

O — — —— BEGIN PGP PUBLIC EKEY BLOCK-—————

MDMEZXG2 6BY JKwYBBAHaRwEBAQdAVASdECICL] kPCDJIZQUVP 14 HuepgpQmKD] svV
1Fqwdai0BUFsaWNl1iJkEEXYEAEEWIQRR/AQOnXUyivCH3IWLIGN2 1t rOYUORUCEZXG2
EAThAWUJIBaRAWAULCQQHAGIiAgYVCgkICWIEFgIDAQIeBWwIXgAAKCRBGN21troYU
0B/CRQDbx0DWScahLuswgtg0jLSQrVRmlbVe3h5pCQksHDSpugDECptaBRYX+Uml
gljitdpGgiNHO1PRsfK1xT741kxfceAC40AR]IchhoEgqorBgEERAZAVAQUBAQARAULOT
SyvAEun6reC2plTxHWA skGPLngsmSm21CYcf 9] 8DAQUHIHAEGEBYKACYWIQRR/AQO
&} n¥XUyivCH3W1Gn21troYUORAUCZXG2 6ATbDAUJBARAWARKCRBGN 21t rOoYUOCWWAQCE
S vAOhCWOXBQ3tyrYSxbliXL71ZysInz+]XgohKVibDEQIHPIqROY22kIpfgngRLGED
10 +628scDZBxyrtxjrefmUokd=

11 =45aF

[ Y i PR o I

a2}

Figure 13

6. Save the file and name it [your name]_public_key.txt.

7. You can send this file to your partner for the following step.



IV. Import others’ public keys.
You need other’s public key to encrypt messages for secure communication. This section
demonstrates the steps to import others’ public keys into the system.

1. When you obtain the public key from others, open it with a text editor and copy the content
to the clipboard.

[=] Carel public key.txt E1 ‘

————— BEGIN PGP PUBLIC KEY BLOCK—————

mDME ZXHmyBY JKwYBBAHaRWEBAQdL/0z2hA2CVE0eQYLG2EfI1+kDXibE2dY9PrXx
XBpz5wm0BUNhcm9s1JKEEXYKAEEWIQRW+CVLIGBOrCkuZ TFkyOTFphQkm6QUCZXHm
yAIbAWUJBaRIeAULCQgHAGIiAgGYVCgkICWIEFgIDAQIeBWwIXgAAKCRAYOTFphQkm
6V1EAQDtVIrékvIHQQOZUJYJTQbHUKHTS/ rMASVHORfRLCMEMAEANSE3ZiKUO0zZa
gepwI88hyymiH+ffh95fFhCrZ1VJEQK40AR]l cebIEgorBgREEARAVAQUBAQAAS00T
wncpb/Z1gwn7vLtExsHARBChnb0QBxPBEAahQjUDAQQHI HAEGBYKACYWIQRW+CVL
GBOrCkuZTFkyOTFphQkm6QUCZXHmyAIbDAUJBaRIeAAKCRAYOTFphQkm6clyAQDI
%  nctetmmSK4euabbpuboOfeuvV051tZ]jAZnrvMDES69AD/ QZd+hosUS5jn0JstEBbla
10 NC33wvmoHRhYGZOZzrpSawM=

11 =MHkz

M =

[ T = S}

Figure 14
2. Goto Kleopatra and select Certificate Import (the button is grey if nothing is copied).

™ Kleopatra - O X

File View Certificates Tools Settings Window Help
L2 i 3 Refresh S/MIME Certificates
Sign/Encrypt  Decrypi/Verf (3 Refresh OpenPGP Certificates

= B

ver | Certificates  Motepad  Smartcards

Search.., <AltQ> & Clipboard ’ Certificate Import All Certificates v
% Al Certificates Import CRL From File... Encrypt..
~ S/MIME-Sign...
Name Clear CRL Cache OpenPGP-Sign... alid From  Valid Until Key-1D
Alice Dump CRL Cache DecryptNery.  [2/1/2023 12/1/2026 469F 6D6D ACES 14

) Restart Background Processes

Figure 15

3. Inthis dialog box, click Certify.

™ You have imported a new certificate (public key) - Kle... X

In order to mark the certificate as valid it needs to be certified.
o Certifving means that vou check the Fingerprint.

Some suggestions to do this are:
A phone call to the person.
Using a business card,
Confirming it on a trusted website,

Do wou wish to start this process now?

[ Do not ask again

& coe

Figure 16



4. Click Certify.

™ Certify Certificate: Carol - Kleopatra >

Werify the fingerprint, mark the user IDs vou want to certify, and select the ke wou want to certif v the
user [Ds with,
Nofe: Only the fngerprint clearly identiies the ey and 1w owner.

Fingerprint: 56F8 2565 181D 2B0A 4B99 A4C59 3239 3169 8509 26E9
Certify with: ¥4 Alice fcertifind, created: 12/7/2023) ~

Carol

P Advanced
o

Figure 17

5. Input the password that you have set in Section Il.
7 pinentry-gt - X

Please enter the passphrase to unlock the CpenPGP secret kew:
"Alice"

7 200-bit EDDSA key, ID 460F6DEDACES 1400,

W | created 2023-12-07,

Fassphrase: |

Figure 18
6. The public key of Carol has been imported successfully.

™ Kieopatra - [m] *
File View Certificates Tools Settings Window Help

B3 it =R B Q El B
Sign/Bncrypt  Decrypt/Verify  Import Export  Cerlify  Lookup on Server  Certificates  Notepad  Smartcards

Bearch. . <Alt+> All Certificates w
% All Certificates
Name E-Mail User-IDs  Valid From  Valid Until Key-1D
Alice certified 12/7/2023 12/7/2026 469F 6D6D ACES 14|
Carol certified 12/7/2023 12/7/2026 3239 3169 8509 26E9

Figure 19



V. Encrypt messages by using the public key and sign by using your private key
After you have imported other’s public key to the system, you can use his/her public key to
encrypt a message and use your own private key to sign the message. This section
demonstrates the steps to do so.

1. Open Kleopatra and select the Notepad button in the toolbar.

™ Kleopatra — ] X

File View Certificates Tools Settings Window Help

BA i 2 B B Q El )
Sign/Bncrypt  DecryptNVerify  Import Export  Certify  Lookup on Server | Cerfificates  Netepad  Smartcards

Show pad for encrypting/decrypting and signing/verifying text |

Fearch. .. <Alt+O= All Certificates v
[ All Certificates
Na/l\'ne E-Mail User-1Ds  Valid From Valid Until Key-1D
Alice certified 12/7/2023 12/7/2026 469F 6D6D ACES6 14
Carol certified 12/7/2023 12/7/2026 3239 3169 8509 26E9
Figure 20

2. Type in the message that you are going to encrypt.

™ Kleopatra — ] X
File View Certificates Tools Settings Window Help
0 i = = = Q 5 B
Sign/Encrypt  DecryptWerify  Import Ewport  Certify  Lookup on Server  Certificates  Notepad  Smartcards
L2 Sign / Encrypt Notepad 5 Decrypt / Verify Notepad B2 Import Metepad

& Totapad 2 Recipients

This is a testing message from Alice to Carol.
Figure 21

3. In the Recipients tab, tick the Sign as option and input the recipient’s name in the Encrypt
for others section; click the Sign/Encrypt Notepad button.

™ Kleopatra — [m} X
File View Certificates Tools Settings Window Help
o i moE e Q = &
SignfEncrypt  Decrypt/Verify  Import Export  Certify  Lookup on Server  Certificates  Metepad Smartcards
L2 Sign / Enerypt Notepad (% Decrypt / Verify Notapad B Impert Watepad “) Revert
& Notepad & Recipients

Prove authenticity (sign)

Sign as: Alice (certified, created: 12/7/2023) Y
Encrypt

() Encrypt for me: Alice (certified, created: 12/7/2023)

Exncuypt for ofhers: Carol {certifisd, OpenPGP, created: 12/7/2023) a =

i

m Please enter a name or smail address...

() Enceypt with password. Anyone vou share the password with can read the data.

Figure 22



4. The encryption is done successfully.

™ Kleo patra

File View Certificates Tools Settings Window Help
B3 it = B B Q = B
Sign/Encrypt  DecryptWerify  Import Ewport Certify  Looknp on Server  Certificates | Motepad  Smartcards

L2 Sign / Encrypt Notepad [ Decrypt / Verify Notepad  ES Import Notepad “) Revert

Signing and encryption succeeded.

& Notepad &+ Recipients

Prove anthenticity (sign)

B signas: %3 Alice (certified, created: 12/7/2023)

Encrypt

|_J Enervpt for me: Al1ce (certified, created: 12/7/2023)

@ Exncrypt for others: Carol (certified, OpenPGP, created: 12/7/2023) 4a

%
—

m Please enter a name or email address...

%

() Encrypt with password. Anyone vou share the password with can read the data.

Figure 23

5. Select the Notepad tab, and you can view the encrypted message.

(o] Kleopatra
File View Certificates Tools Settings Window Help
™ i = = (B Q. El B

oy
Sign/Encrypt  Decrypt/Verify  Import  Export  Certily  Lookup on Server  Certificates  Notepad = Smartcards

L2 Sign / Encrypt Notepad {5 Decrypt / Verify Notepad B3 Import Netepad “) Revert

igning and encryption succeeded.

& MNotepad = Recipients

WFADvhzy2DIVH XS AG A TOapKaw 3EHOWC2 1v8D0mb g UP IBBFhiB e MM WSk gw
Ev¥NymhrdV gHN:0HOK WB/AWtd0pPERR0zXGESOLDH0E SK.qL 9/ UMLHnz Tgd X1519
IMAvAQKCE w AK TkhBcK HOqz6l3F 9pg 13 mNU TwdNnxd TheP Gat PEMw X YOk WsBBvn
H20hSRnrkEwdxKCUbldum& U AeDOFLES 41 CCacl qa/84c0v3 Ibd Wd Gl X994+

v I NeeUpaftGTNLbqd7q 3R 2 W7 pr N bRExM 1Th IeDa+gHG GG ite Ticxkvse2 i
IYUAHGStavPsI0RT+iL 2dezz0sWpdejoCenf yw P+t ¥ WIN 1152 BxwQR0BemhRE9ef 3

3P HdkHAmO8:EtghO2 I M HZEVICAN X YNE IEDR36C0BymHAS1G20e2/LuSE3

OEg=

=HTdc

Figure 24

6. You can copy and send the content as a file or by email.



VI. Decrypt message by using the private key and verify using other’s public key
After receiving the encrypted message from the sender, you can use your private key to
decrypt the message and use sender’s public key to verify the sender identity.

1. On the recipient’s side, open Kleopatra and click the Notepad button.

™ Kleopatra — [m} X
File View Certificates Tools Settings Window Help

5, i =R Q S| =
SignEncrypt  DeeryptfVerify  Import Export  Certify  Lookup on Server | Certificates  Motepad  Smartcards

Show pad for encrypting/decrypting and signing/verifying text |
Bearch.. <Alt+ Qs All Certificates v
[ All Certificates

Na/I\TTE E-Mail User-IDs  Valid From Valid Until Key-ID
Alice certified 12/7/2023 12/7/2026 469F 6D6D ACES 14
Carol certified 12/7/2023 12/7/2026 3239 3169 8509 26E9
Figure 25

2. Inthe Notepad tab, paste the encrypted message to the box and click the Decrypt/Verify
Notepad button.

™ Kleopatra — ] X
File View Certificates Tools Settings Window Help

B3 i R B = Q 5 B
Sign/Encrypt Decrypt/Verify  Import Export Certify  Lookup on Server  Certificates  Notepad  Smartcards

L2 Sign / Encrypt Notapad | (8 Decrypt / Verify Notepad | 55 [mport [Notepad

& Notepad & Recipients

hFADKuUSHIWEYESAGd AcbeELG 1d9AniGDLFEwJRENS 1 Lurtk XPqPohSNX bz Aw
WMWrvEBE TQxI0 uze 7Y SBEsf mROFFCQa3tdSQ3QUs [a 7r9IN Ui ghe NEIC SurpCe j
IMAYAQECEHVGBs D7 irsc2ubdmeCP4pmAwlf gqe by Tv [ IvEn WiegeilopAzxLaG
LCkzixkEDSEMS TewFSQELzfwp mPLMAB: AGICSaP Tuaq AlFnHo ¥ qSvI luFDL YEbn®
3FISuHP U LhOBeWH2AMs30 T okesK 4 luSRGMOGRKbSGHx 3V usAbnsL X AlqHS:0h
1QQiztv ¥ IOOAHHLYB S AN ryw TurtST4ERw/Rebla Tek+2kje+x mBm Py CzwRI+k21
ZHcDPtmqoyTOMIE0F ¢CISP SathP+EG 32 Twbten Y ¥ dliebe Tor+ Hla 1 3oUhnh Uv

Bog=

=MHSK

Figure 26

3. Kleopatra will verify the sender’s identity and start decrypting the content.
™ Kieopatra - ] X
File View Certificates Tools Settings Window Help

B3 iy 2 B B Q £ B
Sign/Encrypt  Decrypt/Verify  Import Export  Certify  Lookup on Server  Certificates  Motepad  Smartcards

LY Sign / Encrypt Notapad (% Decrypt / Verify Notepad 55 Tmport Notepad 9 Revert
Notepad — Notepad: Valid signature by Carol Show Andit Loy
Recipient: Alice (460F 6DOD ACEG 14D0) @ Close
Signature created on Friday, Decamber 8, 2023 00:03:20
With certificate:

The signature is valid and the certificata's validity 1s fully trusted.

& Notapad S Recipients

This 1s a testing message from Carol to Alice.

Figure 27



VII. Your tasks

In this question, you need to submit the following:

Generate a public and private key pair (Figure 9).

Export your public key to a file (Figure 12).

Import your partner’s public key to the system (Figure 19).
Encrypt a message to your partner (Figure 24).

Decrypt an encrypted message from your partner (Figure 27).

vk W

To show your work, you need to capture your computer screen in each step (i.e., Figures 9, 12,
19, 24, and 27) and include them in your report.

Optionally, you can include the long form of the acronyms you encountered.



Q2. Access Control in Linux Machine

I. Connect to a Linux VM
1. Go to the following URL: https://cocalc.com/doc/terminal.html.

2. Sign up for an account and click Your CoCalc projects to start an Online Linux Terminal.

O @ Jupyter Julia LaTeX Llinux Octave Python R Stats SageMath Slides Teaching Terminal Whiteboard X11 | Compute ChatGPT Compare API @
aa n & o+ N0 e Y- dTeminsl- | H @ I x
5 sage
| SageMatn versicn 8.7, Aelease Date: 2013-83-23 |
| Create a “sage workcheer’ file for the notebook interface 1
| Enanced for Cocalc |
|

Usdng Bython 2.7.15, Tyoe “elat}" for hels

xB6_64
a2-bit, 4-bit
LLEEG Endian
a

Online Linux Terminal e e

A Linux Terminal that can’t mess up your own computer.

Your CoCalc projects...

Figure 28

Il. Create a new project
1. Click Create Project, type the project name and click Create Project again.

. :
O &£ Projects A ® 8 0 = 7

2 Projects ODeleted O Hidden

Q

* Project Title: [ DSMEG788Lab J A project is an isolated private computational
workspace that you can share with others. You can

easily change the project's title at any time in project
settings.

+ Customize the software environment...

+ Add a license key...

Cancel Create Project

Figure 29


https://cocalc.com/doc/terminal.html

2. Click Start Project and type command in Terminal command.

o £ Projects & @  DSME6788Lab x4+ R Hep BAcot & O = [

L

Helle " You can improve hosting quality and get internet access using a compute server or with a license... or by redeeming a voucher.... Price starts at about $4/month. Apply your

license to this project.. o N .
Otherwise, expect slower performance and you can't install packages, clone from GitHub, or download datasets. — more info...

Q @ New Vv @ / ®

[ Library L Upload & 2] @ @ @ Backups

No files found

Figure 30

[ll. Create a sample file
1. Type the following command in the shell and press enter to execute it:

echo "This is a test file" > test_1.txt

echo is a command for displaying something on the console display.
> is a symbol for redirecting from the console display.
test_1.txt will be the destination for the above redirection.

Simply put, the effect is it will create a file called test_1.txt with one line.
Warning: it OVERWRITES the file if the file exists.

2. Execute the following command to list the file in the current directory:

1s -1

O 2 Pojects 2 @  DSME6TASLab <+ @ Baccot F @ = [

Hello ) Vou can imprave hosting quality and get intemet access using a compurte server or or by redeeming a voucher.... Price starts at about §4/manth. Apply your license to this project..
Otherwise, expect slower performance and you can't install packages, clone from GitHub, or download datssets. - more info

@
ra ®New v @ | ®

$ 15 -1
T B wuoa | 25
D o st o0 et e oy conmont e e
@ Type Name ¥ Date Modified Size/DownloadView
Q O B test 1 1 minute age

Figure 31

1s is a command for listing directory (folder in Windows terminology) contents.
1s -1 means “using a long listing format.”
Youcantry 1s --helporman 1ls toknow more about 1s.



IV. Set the access level of a file in a Linux machine
1. In Linux, we use the chmod command with the following syntax to set/change the access
level of a file:

chmod [option] permissions file_name

There are three kinds of users:

u =owner
g = the group where the file belongs to
o = others

Also, there are three kinds of access restrictions:
r=4=read
W=2=write
X =1 = execute
Here, option is not necessary to set.
2. To add the executing permission of test_1.txt to the owner, we execute the following:
chmod u+x test_1.txt
3. Toremove the reading permission of test_1.txt the group of users and others:
chmod g-r,o-r test_1.txt
4. Toadd the reading, writing, and executing permission to owner, group of users, and others:
chmod u+wxr,g+rwx,o+rwx test_1.txt
The above command is equivalent to the above command:

chmod 777 test_ 1.txt

Here 7 equals +wxr (4+2+1).

V. Your tasks
In this question, you need to submit the commands to do the following:
1. Create a file named [the last 4 digits of your SID].txt with “Submission to Q2” as content.
2. Set the following access restriction of the above file to different users:
a. Give the reading, writing, and executing permission to the owner.
b. Give the reading and executing permission to group of users.
c. Give the executing permission to others.
d. Submit both commands using alphabetical and numerical representations of the
permission restriction.



Q3. Basic SQL

I. Connect to the SQL Online IDE
Go to the following URL:
https://sqgliteonline.com

To run a query, just click Run or press Shift + Enter.

Il. Learn SQL

Structured Query Language (SQL) is a database query language that allows the management
of data in a relational database. In this part, we provide some basic SQL query examples to give
you a taste of how they work, which helps you better understand the SQL injection to be
covered in the lecture later.

1. CREATE a table name users_info which is constructed by three columns: ID (unique int),
username (varchar(225)), password (varchar(225)):

CREATE TABLE users_info (
ID INT NOT NULL UNIQUE,
username VARCHAR(225) NOT NULL,
password VARCHAR(225) NOT NULL

)5

Once a table is created, it cannot be created again; hence, the above query can be run only
once.

To DELETE the table, we use DROP:
DROP TABLE users_info;
A query ends with “;”.
2. INSERT the following rows into user_info:

INSERT INTO users_info (ID, username, password)
VALUES (1, 'Alice', '123456'),

(2, 'Bob', 'password'),

(3, 'Carol', 'lpassword'),

(4, 'Dave', 'abcl123'),

(5, 'Eve', 'qwerty'),

(6, 'Alice', '111111');


https://sqliteonline.com/

3. SELECT all columns of users_info:
SELECT * FROM users_info;

You should see the following output:

ID username password
1 Alice 123456
2 Bob password
3 Carol 1password
4 Dave abc123
5 Eve qwerty
6 Alice 111111

Figure 32

4. Select specific columns from users_info:

SELECT ID, username FROM users_info;

ID username
1 Alice
2 Bob
3 Carol
4 Dave
5 Eve
6 Alice
Figure 33

5. Use the WHERE clause to filter some of the records:
SELECT * FROM users_info WHERE ID=1;

ID username password
1 Alice 123456

Figure 34



6. Use the LIKE operator to search for records containing a specific pattern:

Username starts with “a”:

SELECT * FROM users_info WHERE username LIKE "a%";

D

Username contains with “a”:

)

username password
Alice 123456
Alice 111111
Figure 35

SELECT * FROM users_info WHERE username LIKE "%a%";

ID

Username ends with “e”:

username password
Alice 123456
Carol 1password
Dave abc123
Alice 111111
Figure 36

SELECT * FROM users_info WHERE username LIKE "%e";

D

username password
Alice 123456
Dave abc123
Eve qwerty
Alice 111111

Figure 37



7. Use the BETWEEN operator to select records given a range:

SELECT * FROM users_info WHERE ID BETWEEN 1 AND 3;

ID username password
1 Alice 123456
2 Bob password
3 Carol 1password
Figure 38

8. Use comparison operators to select records given a condition:

They can be:
Operator Description
= Equal to
> Greater than
< Less than
>= Greater than equal to
<= Less than equal to
<> Not equal to

Table 1

SELECT * FROM users_info WHERE ID > 3;

ID username password
4 Dave abc123
5 Eve qwerty
6 Alice 111111

Figure 39



9. Use AND, OR operator to select records based on more than one condition:

SELECT * FROM users_info WHERE ID BETWEEN 1 AND 2 OR username LIKE

"%e";
ID username password
1 Alice 123456
2 Bob password
4 Dave abc123
5 Eve qwerty
6 Alice 111111

Figure 40

10. Use NOT operator to select records that are not true for the given condition:

SELECT * FROM users_info WHERE ID NOT BETWEEN 1 AND 3;

ID username password
4 Dave abc123
5 Eve qwerty
6 Alice 111111
Figure 41

11. Create another table named purchase_record, which contains the following columns with
their corresponding data types: ID (int), item: (varchar(225)), date_of purchase (date).
Insert the following records into purchase_record:

i D item date_of_purchase
1 cola 2023-11-01

1 shrimps 2023-11-02

3 orange juice 2022-03-10

4 chips 2021-04-10

5 chips 2022-12-02

5 apple 2022-12-02

5 lemon 2022-12-04

Figure 42

Try to write the query by yourself.



12. Use ORDER BY to sort the records based on some column(s); the default setting is in
ascending order (ASC or DSEC to specify outputting in descending order):

SELECT * FROM purchase_record ORDER BY date_of purchase;

ID item date_of_purchase
4 chips 2021-04-10
3 orange juice 2022-03-10
5 chips 2022-12-02
5 apple 2022-12-02
5 lemon 2022-12-04
1 cola 2023-11-01
1 shrimps 2023-11-02
Figure 43

13. Use a JOIN clause to combine the ID rows from users_info and purchase_record:

SELECT users_info.ID, users_info.username, purchase_record.item,
purchase_record.date_of_purchase

FROM users_info

JOIN purchase_record ON users_info.ID = purchase_record.ID;

D username item date_of_purchase
1 Alice cola 2023-11-01

1 Alice shrimps 2023-11-02

3 Carol orange juice 2022-03-10

4 Dave chips 2021-04-10

5 Eve chips 2022-12-02

5 Eve apple 20221202

5 Eve lemon 2022-12-04

Figure 44



14. Use the UNION operator to combine the result of two or more SELECT statements:

SELECT ID FROM users_info
UNION
SELECT item FROM purchase_record;

ID

apple
chips

cola

emaon
orange juice
shrimps

Figure 45

I. Your tasks
In this question, you need to do the following:

1.

Create the table users_info (Figure 32) and insert the records, which includes an additional
row:

ID: [the last 4 digits of your ID]

username: [your nickname]

password: [any password you like]

Create the table purchase_record (Figure 42) and insert the records, which include an
additional row:

ID: [the last 4 digits of your ID]

item: [anything you like]

date_of_purchase: [the date you conduct this task]

Join users_info and purchase_record on their ID; select the users_info.ID,
users_info.username, purchase_record.item, purchase_record.date_of purchase with
date of purchase after “2022-12-03” and order the records by date of purchase in
descending order.

Submit the queries and the screenshot of the output.



Q4. HTML

HTML stands for Hypertext Markup Language. It is the standard markup language for
documents designed to be displayed in a web browser.

In this part, we will write some simple HTML to interact with a PHP file using an online editor.

. Start Coding with an Online Editor
1. Go to the following URL: https://html.onlineviewer.net.

The left part of this website is a coding platform that allows you to write your code, and
the right part is a preview pane showing your code’s result

HTML Online Viewer Hello World!

@ Preview (Full page)

(£ Highlight (Full page)

Figure 46

Il. HTML
We are going to write two HTML webpages, which submit your name and the last 4 digits of
your SID to a “web file” written in PHP hosted at https://iems5710.000webhostapp.com.

In HTML, a tag (e.g., <b></b>) is used to tell the browser what the type of content is, and an
element (e.g., <b>12345</b>) is used to tell the browser what to display. In this part, we use
<form> element to collect the inputs and submit them to the hosted PHP file via the GET or
POST method.

1. Copy and paste the following code on the coding platform (Figure 46):

<html>
<head>
<style>
header {
font-family: Verdana;
font-size: 20pt;
font-weight: bold;
margin-bottom: 20px;
}
body {
font-family: Verdana;
font-size: 14pt;
margin: 40px;
}
</style>

</head>


https://html.onlineviewer.net/
https://iems5710.000webhostapp.com/

<body>
<header>
Please input the following information and click Submit
</header>
<form action="https://iems5710.000webhostapp.com” method="get">
Name: <input type="text" name="name"><br>
Last 4 digits of your SID: <input type="text" name="sid"><br>
<input type="submit">
</form>
</body>
</html>

Then, the webpage is shown on the right part:

Please input the following information
and click Submit

Name: | \

Last 4 digits of your SID: |
| Submit |

Figure 47
2. Click Preview (Full Page) on the top-left to view the website in the full-page mode.

3. Input your name and last 4 digits of your SID on the boxes, then click the Submit button;
you will see the following page:
Your request method is GET
Hi andes
Your last 4 digits of your SID: 5710

Figure 48

4. The above example uses the GET method to submit the request to the host. Now, let’s
modify the code to submit the request to the host via the POST method:

Change the following code in Step 1:
<form action="https://iems5710.000webhostapp.com" method="get">
To:

<form action="https://iems5710.000webhostapp.com" method="post">



I1l. Your tasks
In this question, you need to do the following:

1. Do Steps 1-3 for submitting GET and POST requests.
2. Take the screenshots of Step 3 and include them in your report.

3. From the response pages of both HTML files, what are the differences between the GET
and POST methods? (Hints: look at the URL of the response pages.)

Assignment Submission

Put all screenshots, queries, and answers required in Your tasks of each question into a PDF
file. Each question carries 25% of your total marks.

Please name the file in the following format:

1155001234 Chan Tai Man.pdf

Deadline: Dec 19, 2023, 11:59 pm Hong Kong Time.



